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Abstract
multimedia data, and locate spatial regions within an altered image. A semi-fragile audio watermarking against shearing

Semi-fragile watermarking can tolerate general signal processing, detect any spiteful tamper on marked

is proposed in this paper. The features of the proposed algorithm are as follows: 1) Full advantage of multilevel scrambling
is taken to locate tampered region; 2) The algorithm can locate tampered regions without the help from the original
watermark; 3) By using the normalized cross-correlation, the proposed scheme can not only authenticate the integrity of
the audio signal but also evaluate the temper degree. The experimental results show that the proposed algorithm has the
advantages such as simple computation complexity, good robustness against shearing attack, and accurate location for

tamper.
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Table 1 The watermarks and the scrambled images
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Fig.1 The proportions of the white pixels and
the total pixels
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Table 2

The watermark detection results for malicious attack
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Table 3  The watermark detection results for general
signal processing
fiokbim  Eifl  FORAE 22050 FORAE 11025 millig
NC 1.0000 0.9418 0.8578 0.9234
MP3 J&4i 56 kbits/s  48kbits/s 40kbits/s  32kbits/s
NC 0.9918 0.9857 0.9023 0.9445
4 Hig

AT T — P HTET (0 e 55 F UK EN S,
FURAEAD: KRBT B At (RFEEN 1)
HRO S (RN 0) 197041 BE & B AR o AN,
ENSRENSYI PSS EOF IS PUYSE  @dll=ati'e SRy i PSEE
e B AL S AR E &P At S R AR
R A NI e O B e R —
B bEmAt sl S B R W LR, A%
PR I 2 A DXL, WO B G, BT E A7
FizE B EgoR RSl ZEE TR M T 2%
BALEOR, AMEXS T — @ R I H A 5 A B R AT
By i, o L s KBRS KB (R A B
R BAN, X BLECE A AR RE R, Ok [2-3]
B, ol AR AK BN 2 5 3wl R Aff 5 A7 A L XX ask
(U BIRBT I ); fom, 250ERAT 5 T 520,
PAT A AR, RAR m A B L BT e

References

1 Li Wei, Yuan Yi-Qun, Li Xiao-Qiang, Xue Xiang-Yang, Lu
Pei-Zhong. Overview of digital audio watermarking. Journal
on Communications, 2005, 26(2): 100—111
(Ffh, 2R, F0enm, BB, BG. Ber s UK EnEOR S,
WAE%4R, 2005, 26(2): 100—111)

2 Zhang Jing, Zhang Chun-Tian. Semi-fragile watermark-
ing for JPEG2000 image authentication. Acta Electronica
Sinica, 2004, 32(1): 157—160
(3K, skFM. HT JPEG2000 FIMRIATEF M55 V5 7 K P&
vh AR, 2004, 32(1): 157—160)

3 Li Chun, Huang Ji-Wu. A semi-fragile image watermark-
ing resisting to JPEG. Journal of Software, 2006, 17(2):

315—324
(A, gk, —Fhht JPEG R4t 95 G K BN ST, B2y
i, 2006, 17(2): 315—324)

4 Wang X Y, Zhao H. A blind audio watermarking algorithm
robust against desynchronization attack. In: Proceedings of
International Conference on Computational Intelligence and
Security. Xi’an, China: 2005. 617—622

5 Licks V, Jordan R. Geometric attacks on image watermark-
ing system. IEEE Multimedia, 2005, 12(3): 68—78

6 Wu C P, Kuo C C J. Fragile speech watermarking based
on exponential scale quantization for tamper detection. In:
Proceedings of IEEE International Conference on Acoustic,
Speech, and Signal Processing. Florida, USA: IEEE, 2002.
3305—3308

7 Wu C P, Kuo C C J. Fragile speech watermarking for content
integrity verification. In: Proceedings of IEEE International
Symposium on Circuits and Systems. Phoenix-Scottsdale,
USA: IEEE, 2002. 436—439

8 Quan Xiao-Mei, Zhang Hong-Bin. Fragile audio watermark-
ing algorithm for telltale tamper proofing and authentica-
tion. Journal of Electronics and Information Technology,
2005, 27(8): 1187—1192
(A5EHg, sk re. BT SLOOR BOAE (e 59 & UK Ep s, T
55854k, 2005, 27(8): 1187—1192)

9 Ding Wei, Yan Wei-Qi, Qi Dong-Xu. Digital image scram-
bling technology based on Arnold transformation. Journal
of Computer-Aided Design and Computer Graphics, 2001,
13(4): 338—341
(T, EE5F, 5400, 2+ Arnold 284 1% 7 /K B BIS B BLH:
AR, TSNV 5 DB 254, 2001, 13(4): 338—341)

LD NI B LR 5
MR, FEHFTT I hE R L
FHUKEN. A SCEEEE.

E-mail: thq xa@163.com

(ZHAO Hong  Assistant in Depart-
ment of Computer Science and Engi-
neering at Zhangzhou Normal Univer-
sity. Her research interest covers infor-
mation security and audio watermarking. Corresponding
author of this paper.)

WEERF EINIGIE A B AR 5 T

R AL, ETI5 A E D24

- 5Pl28% 3. E-mail: ds_shen@126.com

4 (SHEN Dong-Sheng Associate
- professor in Department of Computer
) Science and Engineering at Zhangzhou
Normal University. His research inter-

est covers information security and ma-

RTTHE NG B v LR S T
FER I, 257 5 B4
E-mail: zyhuill18@gmail.com

(ZHU Yuan-Hui
partment of Computer Science and En-

Lecturer in De-

gineering at Zhangzhou Normal Univer-
sity. His main research interest is infor-
mation security.)



