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Abstract Identity card authentication scenarios often use text recognition models to extract, recognize, and au-
thenticate ID card images, which poses a significant privacy breach risk. Besides, most of current adversarial attack
algorithms for text recognition models only consider simple background data (such as print) and white-box condi-
tions, making it difficult to achieve ideal attack effects in the physical world, and is not suitable for complex back-
grounds, data, and black-box conditions. In order to alleviate the above problems, this paper proposes a black-box
attack algorithm for the ID card text recognition model by taking into account the more complex image back-
ground, more stringent black-box conditions and attack effects in the physical world. By using the transfer-based
black-box attack algorithm, the proposed algorithm introduces binarization mask and space transformation, which
improves the visual effect of adversarial examples and the robustness in the physical world while ensuring the at-
tack success rate. By exploring the performance upper limit and the influence of key hyper-parameters of the trans-
fer-based black-box attack algorithm under different norm constraints, the proposed algorithm achieves 100% at-
tack success rate on the Baidu ID card recognition model. The ID card dataset will be made publicly available in
the future.
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Fig.1  Adversarial examples for the image classification

model" (Left: normal samples, Middle: Adversarial noise,
Right: Adversarial examples)
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Fig.5 Pipeline of the black-box adversarial attack
algorithm for ID card recognition model (Information on
ID card is randomly generated)
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Table 2 ID card key field text image generation standard
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Fig.6  Examples of the ID card dataset
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Table 3 White-box attack results against the surrogate model res34 in the first set of experiments
. A& A AL PR ~
ERIEETN - febriE
UERL G TS 4 8 16 32 48 64
MI-FGSM 100.00 100.00 100.00 100.00 100.00 100.00 100.00 100.00
TMI-FGSM 100.00 100.00 100.00 100.00 100.00 100.00 100.00 100.00
SI-NI-TMI 88.24 100.00 100.00 100.00 100.00 100.00 100.00 98.32
Y I (%) DMI-FGSM 96.47 98.82 100.00 100.00 100.00 100.00 100.00 99.33
SI-NI-DMI 100.00 100.00 100.00 100.00 100.00 100.00 100.00 100.00
DI-TIM 90.59 92.94 98.82 100.00 100.00 100.00 100.00 97.48
VNI-SI-DI-TIM 92.94 98.82 100.00 100.00 100.00 100.00 100.00 98.82
MI-FGSM 0.4612 0.6120 0.8203 0.9382 0.9705 0.9910 0.9939 0.83
TMI-FGSM 0.4328 0.6399 0.8345 0.9190 0.9519 0.9169 0.9903 0.81
SI-NI-TMI 0.3156 0.4200 0.5679 0.6580 0.7536 0.8083 0.8454 0.62
RRE T DMI-FGSM 0.4148 0.5757 0.7379 0.8907 0.9375 0.9693 0.9869 0.79
SI-NI-DMI 0.5038 0.6676 0.7998 0.8889 0.9716 0.9764 0.9887 0.83
DI-TIM 0.3279 0.4115 0.5432 0.6689 0.7093 0.7685 0.8007 0.60
VNI-SI-DI-TIM 0.4046 0.5194 0.6116 0.6876 0.7506 0.7730 0.8378 0.65
A TR BB mbv (0 S
Table 4 White-box attack results against the surrogate model mbv3 in the second set of experiments
. BT TOHL PR .
RiEET - Eizp el
XTI S 4 8 16 32 48 64 80
MI-FGSM 100.00 100.00 100.00 100.00 100.00 100.00 100.00 100.00
TMI-FGSM 98.82 100.00 100.00 100.00 100.00 100.00 100.00 100.00
SI-NI-TMI 98.82 100.00 100.00 100.00 100.00 100.00 100.00 99.83
Wik I (%) DMI-FGSM 95.29 100.00 100.00 100.00 100.00 100.00 100.00 99.33
SI-NI-DMI 98.82 100.00 100.00 100.00 100.00 100.00 100.00 100.00
DI-TIM 90.59 98.82 100.00 100.00 100.00 100.00 100.00 98.49
VNI-SI-DI-TIM 90.59 95.29 98.82 100.00 100.00 100.00 100.00 97.81
MI-FGSM 0.6540 0.6911 0.8557 0.9594 0.9895 0.9945 0.9975 0.88
TMI-FGSM 0.6683 0.6930 0.8901 0.9652 0.9982 0.9991 0.9996 0.89
SI-NI-TMI 0.5756 0.6348 0.7950 0.9263 0.9876 0.9927 0.9956 0.84
P Y g LR Y DMI-FGSM 0.5227 0.6420 0.7592 0.9395 0.9701 0.9813 0.9859 0.83
SI-NI-DMI 0.6478 0.7881 0.8962 0.9833 0.9941 0.9965 0.9990 0.90
DI-TIM 0.5294 0.6257 0.7360 0.8430 0.8756 0.9136 0.9507 0.78
VNI-SI-DI-TIM 0.4619 0.5740 0.6240 0.7392 0.8217 0.8887 0.9176 0.72

YLH T TR ) SR S G SR A R, R

FoR T BRI AE & AR T R Se .

10% AT T 2450 45 PR ) 389 0 21— & B{E R, a0 32
8 48, W I FAH T BRIt

HHEE 5 MK 6 vl A, fERBEFMT, il
R BP Y B B R AE 35% F 65% 2 18], T 1414
HPEFTLE 0.15 3 0.45 2 [A]. fEMZH L5+, VNI-SI-
DI-TIM F# 1 e R ILHS & S o 18, T3 Bk il %
435N 56.83% F 62.69%, ~F- 35 % 48 FE 25 43 i N
0.28 Fl 0.43. {HAFEZE I, ER/MITEERRSH T,
w4 A8, P Bk B By D BB, #AE

2R 7 MR S A, fERBEXKMET, FrilsH
LR B I R AE 83% ) 88% 2 [A], “F¥14w
HEFEIAE 0.82 F 0.83 Z[H]. fEPIA L H, VNI-SI-
DI-TIM [P fe R IHS 2 f b 1, ~FI B s %4y
N 87.65% F 87.04%, ~V- ¥4 4REH 25 73744 0.8340
A1 0.8243. {HAFVER KA, ocr-att HAIF NRTR 15
BIYE S uk B4 BRI T CRNN 45
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R5 LR R G mbv3 (RS AR

Table 5  Black-box attack results against the black-box model mbv3 in the first set of experiments
. A TR PR ~
PN FEAR - febrifa
RIEARL G AT 4 8 16 32 48 64 80
MIL-FGSM 7.06 7.06 18.82 41.18 62.35 87.06 90.59 44.87
TMI-FGSM 7.06 7.06 12.94 35.29 47.06 71.76 90.59 38.82
SI-NI-TMI 7.06 7.06 17.65 36.47 67.06 84.71 89.41 44.20
Yrdi LI # (%) DMI-FGSM 7.06 7.06 12.94 49.41 88.24 94.12 98.82 51.09
SI-NI-DMI 7.06 9.41 16.47 63.53 87.06 95.29 100.00 54.12
DI-TIM 7.06 9.41 21.18 37.65 64.71 88.24 89.41 45.38
VNI-SI-DI-TIM 7.06 9.41 16.47 75.29 92.94 96.67 100.00 56.83
MIL-FGSM 0.0316 0.0316 0.0446 0.1386 0.2062 0.3148 0.4156 0.17
TMI-FGSM 0.0316 0.0316 0.0398 0.1152 0.1535 0.2815 0.3921 0.15
SI-NI-TMI 0.0316 0.0316 0.0526 0.1161 0.233 0.3153 0.4265 0.17
T8 iR PR S DMI-FGSM 0.0316 0.0316 0.0631 0.1545 0.362 0.4191 0.5942 0.24
SI-NI-DMI 0.0316 0.0402 0.0616 0.2252 0.3862 0.4943 0.5695 0.26
DI-TIM 0.0316 0.0350 0.0577 0.1390 0.2179 0.3289 0.4331 0.18
VNI-SI-DI-TIM 0.0316 0.0378 0.0519 0.2609 0.4450 0.5263 0.6202 0.28
6 AT PE T B AR res34 [RGB
Table 6 Black-box attack results against the black-box model res34 in the second set of experiments
. BN Ja R ] .
PR bR - febrifa
ST S 4 8 16 32 48 64 80
MI-FGSM 7.06 7.06 27.06 58.82 89.41 91.76 98.82 54.28
TMI-FGSM 7.06 9.41 21.18 55.29 83.53 89.41 95.29 51.60
SI-NI-TMI 7.06 9.41 23.53 62.35 88.24 89.41 97.65 53.95
Bk (%) DMI-FGSM 7.06 8.24 30.59 83.24 91.29 95.46 100.00 59.41
SI-NI-DMI 5.88 7.06 36.47 87.06 94.12 100.00 100.00 61.51
DI-TIM 7.06 9.41 23.53 62.35 88.24 90.59 100.00 54.45
VNI-SI-DI-TIM 7.06 4.71 40.00 89.41 97.65 100.00 100.00 62.69
MI-FGSM 0.0182 0.0201 0.0810 0.2821 0.4629 0.5447 0.6466 0.29
TMI-FGSM 0.0182 0.0210 0.0726 0.2441 0.4271 0.4797 0.5173 0.25
SI-NI-TMI 0.0182 0.0254 0.0654 0.2833 0.4435 0.5106 0.5690 0.27
P Y g LB Y DMI-FGSM 0.0182 0.0192 0.0815 0.4807 0.6509 0.7377 0.8433 0.40
SI-NI-DMI 0.0173 0.0185 0.1024 0.4961 0.6931 0.7505 0.8771 0.42
DI-TIM 0.0182 0.0232 0.0908 0.3027 0.4506 0.5138 0.6211 0.29
VNI-SI-DI-TIM 0.0182 0.0169 0.1021 0.4745 0.6471 0.8197 0.9620 0.43

MR R HBARR LA ocr-att HEALF NRTR
B IR 2% 50 W P Bl i 75 R A

N TR T A LA (R B I B R, AR
SRR T ARG PR R 0 45 AN S R B
FROWE 7 s, R 7 AN, B Eoh R S YRR
i RS AE b OG22, Y AR PR RO, B i T ek
VNI-SI-DI-TIM 5 HARREA L, RN E R
BN, w4 A8 B ARFIFEAI & AERK ITE AL
BRI, a1 32 K& UL b, A BABONIA B R B

AR . TV ECRR A 5 R R L, RIS £
PR HRI B, oo i s i 2 BB ) M SR . 7
I B AR B e Bh 3 B, VNI-SI-DI-TIM 75 Z ¢
TSR LN, AR B RRT BORE AR 3 5 R S

T WA B A R R ST X T B s 2 5
M), ASCHEAT T R SELS. B —2Hsei0 v, B
RN res34, 3 SIS, BEBAN mbv3. 1X
PEZHSEIG PR B T K/N A 5 x5 AT 15 % 15 FIF i
WL, Frig B HE 77208 TMI, R R A
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Table 7 Black-box attack results against the black-box model res34-att in the third set of experiments
~ BT L H PR 1 .
P R AR : LIS LN
S E RS RTS 8 16 32 48 64 80

MI-FGSM 65.17 74.76 84.13 94.57 99.07 100.00 86.28

TMI-FGSM 65.67 69.62 80.83 99.04 100.00 100.00 83.03

SI-NI-TMI 70.82 70.56 85.03 95.74 100.00 100.00 87.02

Yo I3 (%) DMI-FGSM 65.60 75.52 80.39 99.45 99.81 100.00 86.80

SI-NI-DMI 65.00 75.92 69.64 90.10 99.42 100.00 83.35

DI-TIM 74.72 76.47 82.44 94.01 98.66 98.96 87.55

VNI-SI-DI-TIM 70.34 65.74 89.82 100.00 100.00 100.00 87.65
MI-FGSM 0.7700 0.7800 0.7800 0.8000 0.8500 0.9600 0.8200
TMI-FGSM 0.7693 0.7743 0.7842 0.8025 0.8618 0.9715 0.8270
SI-NI-TMI 0.7701 0.7750 0.7823 0.8068 0.8741 0.9445 0.8257
¥ iR DMI-FGSM 0.7699 0.7745 0.7801 0.7972 0.8645 0.9639 0.8250
SI-NI-DMI 0.7698 0.7745 0.7814 0.8000 0.8622 0.9652 0.8260
DI-TIM 0.6847 0.8035 0.7840 0.7796 0.8458 0.9909 0.8148
VNI-SI-DI-TIM 0.7690 0.7769 0.7841 0.8100 0.8756 0.9900 0.8340

RS REASEI X REHA NRTR BB &S 4S
Table 8 Black-box attack results against the black-box model NRTR in the third set of experiments
) Rt PR )
ARAEELE R fEArMH
X st Sk 8 16 32 48 64 80

MI-FGSM 59.29 74.93 84.05 94.59 99.08 100.00 85.32

TMI-FGSM 65.11 69.33 79.45 99.32 99.65 99.62 85.41

SI-NI-TMI 69.19 69.77 84.08 94.51 98.96 99.06 85.93

B 2 (%) DMI-FGSM 64.10 74.95 79.39 100.00 99.08 99.61 86.19

SI-NI-DMI 64.39 74.37 69.06 88.89 99.01 99.27 82.50

DI-TIM 74.76 76.73 80.57 93.26 96.98 98.51 86.80

VNI-SI-DI-TIM 69.46 65.08 88.63 99.49 99.60 100.00 87.04
MI-FGSM 0.7493 0.7414 0.7270 0.7765 0.8302 0.9357 0.7933
TMI-FGSM 0.7533 0.7602 0.7955 0.7506 0.8673 1.0099 0.8228
SI-NI-TMI 0.7805 0.7618 0.8034 0.7646 0.8952 0.9310 0.8228
P ¥ gL Y DMI-FGSM 0.7612 0.7475 0.7929 0.7523 0.8245 0.9529 0.8052
SI-NI-DMI 0.7781 0.7453 0.7928 0.8143 0.8072 0.9282 0.8110
DI-TIM 0.7037 0.7494 0.7428 0.7576 0.8373 0.9509 0.8076
VNI-SI-DI-TIM 0.7828 0.8020 0.7653 0.8293 0.8307 0.9357 0.8243

BN B B A AR X — I N AR AL, HERR T HA A
BACHITHE. SLI0 45 Rk 9 A5 10 B,

% 9 FIER 10 v, BRUZ R 5 x5 #n
| 15x 15 J&, PP IR &, B —H R,
TMI {)~F3 B s S R 38 0 1 8.66%, VNI-SI-DI-
TIM #0017 5.85%; &5 452t TMI H 3 I
IR Y 7.37%, VNI-SI-DI-TIM #4/n 1
7.32%. N T BB WA ER EIX — I G, AR
TARBFRZ T TR REAE, a8

s, WEIHATDUE B fERR IV BOR§1 T (K
T 16), #RERAZ AT LA BT B I N T
T BT UL 5 A [F) S AU RS R A2 OGO RE AR A
DR, AR S D 4 D < RE AR 1 SO UG R
EE 9 HERT KA 5 x5 M 15 x 15 BIRH B
FZAEAN RO B BR 1) B A2 B B BURE AR, 7] DA 52
B, Bl A VO RUPR ) 038 K, XU s A RAE R i,
MR, AR B R BURE A AL o0 R AR 22 . T ORI
BRRE R SF, A3 15 A B e P 7 T I, $R T
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Fig.7 Trend graph of attack success rate under different norm constraints (Top: Black-box attack
experiment for mbv3; Bottom: Black-box attack experiment for res34)

#9 BRI, 53— AR P A B A res34 BT SR
Table 9  Convolution kernel size ablation experiment, the attack results against
the black-box model res34 in the first set of experiments

N kM TR ] .
GRIEL : i : : TEARIIME
BB XIS S 4 8 16 32 48 64 80
TMI 7.06 7.06 8.21 23.97 31.34 55.49 77.98 30.16
5X5
) - VNI-SI-DI-TIM 7.06 8.11 13.56 66.37 80.71 87.67 93.38 50.98
Bl BRI (%)
TMI 7.06 7.06 12.94 35.29 47.06 71.76 90.59 38.82
15 x 15
VNI-SI-DI-TIM 7.06 9.41 16.47 75.29 92.94 96.67 100.00 56.83
10 BPRFCHERSLE, 5 H S0 e BERRY mbv3 M4
Table 10  Convolution kernel size ablation experiment, the attack results against
the black-box model mbv3 in the second set of experiments
e AT 25 PR Al .
ERIEEL U : FebrME
R AT 4 8 16 32 48 64 80
TMI 5.88 7.06 15.67 44.31 72.15 79.76 84.81 44.23
5x5
N VNI-SI-DI-TIM 5.88 7.06 29.86 78.03 85.69 88.96 92.11 55.37
Tk i E (%)
TMI 7.06 9.41 21.18 55.29 83.53 89.41 95.29 51.60
15 x 15
VNI-SI-DI-TIM 7.06 4.71 40.00 89.41 97.65 100.00 100.00 62.69
T ROR. BT, AR SCHE Ja st g ol = i s N T IR AR ST 7 VR AE SE B g St b i T 1

B RST E N 15 % 15. RE, ASCERXTE BE SRR ALY AT TSNS
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Trend chart of attack success rate under different convolution kernel sizes (Left: Black-box attack

results against res34; Right: Black-box attack results against mbv3)
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Adversarial examples generated with different
convolution kernel sizes
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Wi 10, x4 7B, I\ B AL HERD 1) 5
5, PSRRI R T T 1.4%; 58 S E 5 7
B, PRI IR R BE T 1.2%. MSEK6 45 1A
TR I ZAEACHERD ) 6 PURE A TE L 3 2R S
R 2 B)IE B — AP, 7R A3 5o B s Th R
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Table 11 Attack results against Baidu ID card recognition model
. G PIET I BU G T =R TR PR 1 B
CRIEL FB fEbrME
VNI-SI-DI-TIM 48 64 80 96 128
A4 1 12 45 84 100 48.4
v
. BiES 2 9 44 80 100 47.0
K% (%) AR —
w4 2 15 46 86 100 49.8
) G HriE5 2 11 46 82 100 48.2
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Fig.10  Adversarial examples generated in the ablation
experiment of the binarized mask
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Fig.11 ID card adversarial examples and Baidu ID card
recognition results (The first line: Add binarization mask;
The second line: Cancel binarization mask)
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Fig.12 ID card adversarial examples under different shooting distances and lighting conditions
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