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Against False Data Injection Attack in Smart Grid
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Abstract Based on the defense control strategy of virtual hidden network, this paper proposes a topology optimiza-
tion algorithm based on graph theory to improve the defense performance of power system against false data injec-
tion attacks. Firstly, an equivalent transformation method of graph-weight distribution method is proposed to real-
ize the one-to-one correspondence between the connection topology of bipartite graph and the Laplace matrix of bi-
partite graph; Then, based on the connectivity of network topology and the theory of removable edges of connected
graphs, the topological selection basis of virtual hidden networks and bipartite graph connected networks is given;
Based on the consideration of topological weights, the index evaluation function of topological optimization of
weights is given; By minimizing the cost of index evaluation function, topology optimization is realized, and then
the performance of false data injection attack defense method based on virtual hidden network is improved. Finally,
the effectiveness of the proposed algorithm is verified by simulation on IEEE-14 bus power grid system.
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Fig.1  Schematic diagram of smart grid attack
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