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Research on Federated Deep Neural Network Model for Data Privacy Preserving

ZHANG Ze-Hui' FU Yao' GAO Tie-Gang'

Abstract In recent years, artificial intelligence technology has been widely used in the fields of image classification,
object detection, semantic segmentation, intelligent control and fault diagnosis, etc.. However, in some industries,
such as medical, it is difficult that multiple research institutions share data to train federated learning models due
to data privacy. Therefore, homomorphic encryption (HE) algorithm technology is introduced into federated learn-
ing in this paper. A privacy-preserving federated deep neural network (PFDNN) model is proposed, which pre-
serves data privacy by homomorphic encryption of model parameters and significantly reduces the amount of com-
putation required for encryption and decryption. Theoretical analysis and experimental results show that the pro-
posed federated deep neural network model has better security and can guarantee higher accuracy.
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Fig.1 Federated learning structure
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Fig.2  Neural network construction
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Table 4 The deviation results of the different models
R
mini-batch = 32 mini-batch = 64 mini-batch = 128 mini-batch = 256
DNN-1 devyy, 2.04% 2.62% 2.68% 6.25%
PFDNN-1 devyay 0.47% 0.67% 1.07% 2.82%
DNN-2 devyy, 2.30% 3.00% 4.39% 5.26%
PFDNN-2 devyay 0.36% 0.57% 0.03% 0.05%
x5 ARSI TS
Table 5  Prediction results of the different items
DNN-1 DNN-1 FDNN-1 FDNN-2
Method mini-batch = 128 mini-batch =128 mini-batch = 128 mini-batch = 128
Ir = 0.005, epoch = 300 Ir = 0.01, epoch = 300 Ir = 0.005, epoch = 300 Ir = 0.01, epoch = 300
Type Recall Precision Recall Precision Recall Precision Recall Precision
T-shirt 82.00% 83.42% 86.00% 78.18% 78.60% 84.24% 76.50% 86.50%
Trouser 96.40% 98.07% 98.20% 92.99% 95.70% 98.76% 96.10% 99.17%
Pullover 78.00% 78.23% 80.40% 76.14% 67.60% 83.25% 76.90% 78.47%
Dress 87.70% 87.96% 80.10% 91.23% 88.70% 85.62% 89.30% 86.03%
Coat 82.70% 77.80% 86.10% 70.40% 82.60% 74.08% 85.80% 75.59%
Sandal 95.50% 95.50% 94.70% 95.75% 93.80% 95.81% 94.90% 96.25%
Shirt 68.10% 71.16% 51.80% 80.06% 71.40% 64.09% 68.30% 69.48%
Sneaker 94.00% 95.05% 95.30% 92.08% 97.10% 90.58% 97.00% 92.21%
Bag 96.50% 95.64% 96.50% 93.78% 96.20% 95.82% 96.80% 96.80%
Boot 95.90% 93.84% 94.30% 95.54% 93.10% 96.38% 93.70% 96.80%
Average 87.68% 87.67% 86.34% 86.62% 86.48% 86.86% 87.53% 87.69%
6 L PR AL BB, (B 2 M FER R
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