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Network Intrusion Detection Based BSO and Improved RELM

WANG Zhen-Dong' LIU Yao-Di' YANG Shu-Xin' WANG Jun-Ling' LI Da-Hai'

Abstract Regularized extreme learning machine (RELM) has been successfully applied in many fields due to its
advantages of easy realization and fast training speed. In this regard, RELM is introduced into intrusion detection.
Potential flaws caused by random initialization parameters, and a network intrusion detection algorithm based on
the beetle swarm optimization (BSO) and improved RELM (BSO-IRELM) was proposed. LU decomposition was
used to solve the output of weighting matrix of RELM, which further shortened the training of RELM. At the same
time, BSO algorithm was designed to jointly optimize the weights and thresholds of RELM. To prevent the BSO al-
gorithm from falling into a local optimum, Tent mapping inverse learning, Levy flight group learning and dynamic
mutation strategies were introduced to improve optimization performance. Experimental results show that com-
pared to algorithms such as RELM, IRELM, GA-IRELM, and PSO-IRELM on machine learning UCI datasets, BSO-
IRELM's data classification performance improves significantly. Finally, the BSO-IRELM was applied to the net-
work intrusion detection dataset NSL-KDD, and compared with BP (back propagation), LR (logistics regression),
RBF (radial basis function), AB (AdaBoost), SVM (support vector machine), RELM, IRELM and other algorithms.
It is clear that the BSO-IRELM algorithm has obvious advantages in terms of accuracy, precision, true positive
rate, and false positive rate.

Key words Intrusion detection, regularized extreme learning machine (RELM), LU decomposition, beetle swarm
optimization (BSO)
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X (t+1)=X(t)+ ks x step x d(t) x

sign (f (X (1)) = £ (Xi (2))) + kad (2)
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Algorithm 1. BSO algorithm
Input: population size N, step size Step, maximum num-
ber of iteration T, dimension D, inertia weight W, learn-
ing factor C', Cs, ratio ki, ko, constant A, the distance
between the two whisks and the center of mass [
Output: best BSO zbest
1. Initialize the BSO population X with Tent map reverse-
learning strategy, initialize the BSO toward d with random
solutions, initialize Levy flight factor Levy (6)
2. Calculate fitness of X, find global best BSO as zbest,
find local best BSO as gbest
3.for i=1to T do
4. d=d/norm(d)
5 n= e
6. for j=1to Ndo
T X)) =X () +d() x1
8 Calculate fitness of X
9 X () =X (j) —d(j) x1

Calculate fitness of X

11. BSO toward : d(t+1)=w xd(t)+C1 x Levy(0)x
(gbest(t) — X(t)) + C2 x Levy(0) x (zbest —
X(1))

12. population: X (¢ + 1)=X (t)+ky x step x d(t)x
sign(f (X () — f(Xu(2))) + kad(t)

13. mutation: X* (¢t) = X (¢) +n x C (0, 1)

14.  end for

15.  Calculate fitness of new BSO, if new BSO are better,

update it in the population zbest and gbest
16. end for
1.2.6 RYBBEAMEST

NEHIE BSO BETERE, Wl F(2) : min f(z) =
SOy B R O SRR HEAT RR BT A R s
WK, F(r) ERIGCHE K E N[-10, 10], FFHE GA
(Genetic algorithm). PSO (Particle swam optim-
ization)s DE (Differemtial evolution) fl BAS 5%
BEAT XS EE, BRI BB E Y 5 000 I i T
20 K. Bl 4 38 1 5 FEALE A F () BRI
g5 & 4 WA, AHEET GAL PSO. DE. BAS Y
TR SR, BSO HWSCSIGE 5 AN SIORS JE2 #48 A B
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S8 3.1. Y1464 IRELM B2 5. innum
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U 3.3, AR VI ZRE A HE B RS sR B R
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IRELM A {2 A il 455 24 e | 33k 1 45 21455 2% 204 1) 0
R,

2.3 BSO-IRELM {h{t#5

BSO-IRELM Py AU 401 fros:

Algorithm 2. BSO-IRELM intrusion detection algorithm

Module 1: dataset preprocessing

1. High dimensional data feature mapping

2. Data normalization

3. Divide training dataset and testing dataset

Module 2: population preprocessing

4. Set the parameters, initialize the position and orientation

of the BSO

Module 3: BSO-IRELM intrusion detection

5. Initialize the weights and thresholds of IRELM

6. if the maximum number of iterations is not reached

7. According to the training dataset, the fitness function
value of BSO were calculated, the global optimum
and it corresponding position

8. Update the position of the BSO, transgress and mutate
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Fig.5 BSO-IRELM Algorithm intrusion detection framework
the BSO PBURAT PR, 7 Z AR ] — M IS REFE B PR 1) K i
9. else ik, HRERE T E S IRE L BHEK, MR

10. Output the optimal initial weights and thresholds
11. end

12. Establish BSO-IRELM model

13. if testing phase is not complete

14. Enter the testing dataset for testing

15. else

16. Complete the testing

17. end

18. Output classification result

HEERENR

LU DS ZE
LRV R SRR T R %, BB P AR R SR
T BSOS AR A BRI (5 A R R, R AL
PR B . Rk, R AF G ok U, T

24

24.1

e FE vy, B CAE AL FH A s B %5 FE R H LU &
fifyde. NHE— DU LU SR AR 4, oo R
LU S fREW R 8 3T o B 5 BE, 55 FER
WL 2N O(n?), LU SRR E AN
0(2/3 x n?), IR ZH R HARE, (B REAAAE
ZR FMEAZITNE EFEAEREER. NENH
L 0 B PR FR RV R B A B S — A 10 M Rt
ATSRHG, 45 FEAR A, AR B SR Iz AT B R) 2 0.4491
s, LU M @R 4TI AN 0.0479 s, 38471 ) K K48
T AR5 SR8 B B A I 4 i KT 10 By, iR
i LU 2 R 3508 S8 I aH 2.
2.42 BSOBXEHE

158 532 B RO ARRIR BN tmax, HEPEN D AE
BAS Hik, Wl R AEAE, HELREREN
O (D) . fER—UIEMR P T E T L F P, it
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KA IE B AR I 2 AT e P &, FL 1)
HIRENO ), Z e RAMETF AL &, Fmt a2
HIENO (L), BRI VLR E N O (1 +1).
I T 8 B2 O(timax (1 + 1) + D), BIA O(fina)-
T BAS, BSO fi fI R, BstA e N N,
Iga R, HAEIEE RN O(ND). 48—k
AP ESE R TR BR, S it 8RR & B A
4R H BB o A A PR T 4 R R AR, I T R R
FEO9 O (N), ZJa RAHEALE T, Fom A 2 2% 2
HNO(N), M—IKIERPEEZREHNO(N + N).
SIS [R] 2% FE N O (fmax (N + N) + ND), BN
O (tmaxN). T BSO B RS [0 44 £ KT BAS, {H
BSO 5/l I BAS K 5 Ba N Jm & dee ffe A K 4% R TG
ARG AL 528 T BSO B SIoRS .
2.4.3 BSO-IRELM EXEZ#E

BRI RIERIRECN timax, FHREREN N, T
KRIEAERE D = (innum+1) x midnum+ (midnum +
1) x outnum. £ BSO-RELM & v BSO ff
Tent WU 7] % I WIGR AR, AR B ARE N
O (N D). TR & L E pR BB IF H R A
B AR 4 SR B A, JEFIE R 2% B2 08 O (V). fERE—
UOEA PR E e LA T D BR, MR I Zr el F
SRR PR I LR R AU, HIN R AR
O(midnum® x N, 2 J& $ Tl iR A~ 44 5 p A 42
JRiRAIE, FERS R AR B SR, H I B AN O (),
W— VOE R HE R I B O(N+ midnum® x N).
e, AR AE X BSO-RELMSE AL 47 V£ fe il
R, HRHE R 248N O (midnum?). SR A 24 N
O(tmax (N + midnum?® x N) + ND+ N + midnum?).
FHEET BSO-RELM #7%!, BSO-IRELM Hrifiid LU
G R SRR R AE R LR BR B, L TR R R
0(2/3 xmidnum?® x N), EAFIS A Z4EN O (fmax (N +
2/3 x midnum® x N) 4+ ND 4N+ 2/3 x midnum?).
it BSO-IRELM [ [i] 52 44 f i /) T BSO-RELM,
HICH A B L+ BSO-RELM.

3 SCIGZEER

3.1 SSWBHRE

R R S B AT
1) B BE LS A Ak 1 s,

®1OBEREREESH

Table 1  Swarm intelligence algorithm parameters
ZH H ZH (!
H2¥SIH T 2.4 BRI T 1.6
AR 0.7 WAL 0.5
TR E 0.8 TR 50
EL] 225 0.4, 0.6 WIE T 0.5

2) RELM & M2 58 240 100-50-1, 1%
RIRELCH 100.

RELM #M ¥l ik GA-RELM 4 285256
e . EARUCEEE N 100, B ZE BT 5N 20,
30, 40, 50, 60. SEIGZE LK, A7 50 PMEHZE R
TR ELAG S A A M HE . M3 RS 2 A
O 50 BENE] 60 B, NARATIN B HER 2 A BT T F%.
TRFERS & B T EE A, kAR EL, ALY
R Rt N 2 i B LA T = AR Y .

3.2 SKEHIESE

R b F B B AR R
1) UCT #a g insk 2 foi.
*2 UCI#iEs%E
Table 2 UCI dataset
/GRS Eid5a BTk FEAR B2 WA AL
Iris 4 3 150 30
Wine 13 3 178 30

2) NMZR B AR AR NSL-KDD $#E4E, JIlZk
FEA 9 850 26804, MARAFEA 2 000 S5 EdE.

3.3 UCI #iB&EsEis

N T BAIEEER A R0, 78 UCT a4 oK BSO-
IRELM 5 IRELM. GA-IRELM. PSO-IRELM.
BSO-RELM VL Jf£48 RELM #3475 EL.

ER 3 ~ 5 Al T & EIER R VEN 815,
HAEE 6 et TR Sk i g5 . A 6 1T
PLE M H, BSO-IRELM 5 i FL A & i 1 )
458 7E Iris BT, BSO-IRELM ) 524l F1
TRIE 5E 4 B A, W] LASEE 5636428 7F Wine 5
£, BSO-IRELM {UAF/E— MR K. WK 3 ~
5 oAl LUE Y, SRR I e TEAN SR AR IR, X

® 3 BEIEE UCL Bk L% (%)

Table 3  Accuracy of each algorithm on UCI dataset (%)
B RELM IRELM GA-IRELM PSO-IRELM BSO-RELM BSO-IRELM
Tris 76.6667 (23/30) 90 (27/30) 96.6667 (29/30) 100 (30/30) 100 (30/30) 100 (30/30)
Wine 80 (24/30) 90 (27/30) 93.3333 (28/30) 93.3333 (28/30) 93.3333 (28/30) 96.6666 (29/30)
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Table 4  Performance evaluation index of each algorithm on Iris dataset
AN B3| K (%) TPR (%) FPR (%) FAH (%) AUC
1 100 (9/9) 81.8182 (9/1) 0(0/14) 90 0.9091
RELM 2 50 (5/10) 83.3333 (5/6) 21.7391 (5/23) 62.5 0.8125
3 81.8182 (9/11) 69.2308 (9/13) 12.5 (2/16) 75 0.7873
1 100 (8/8) 100 (8/8) 0(0/19) 100 1
IRELM 2 75 (9/12) 100 (9/9) 14.2857 (3/21) 85.7143 0.9286
3 100 (10/10) 76.9231 (10/13) 0(0/17) 86.9565 0.8846
1 100 (13/13) 100 (13/13) 0 (0/16) 100 1
GA-IRELM 2 100 (7/7) 87.5 (7/8) 0(0/22) 93.3333 0.9375
3 90 (9/10) 100 (9/9) 4.7619 (1/21) 94.7368 0.9762
1 100 (8/8) 100 (8/8) 0(0/22) 100 1
PSO-IRELM 2 100 (12/12) 100 (12/12) 0 (0/28) 100 1
3 100 (10/10) 100 (10/10) 0 (0/20) 100 1
1 100 (13/13) 100 (13/13) 0(0/17) 100 1
BSO-RELM 2 100 (10/10) 100 (10/10) 0 (0/20) 100 1
3 100 (7/7) 100 (7/7) 0 (0/23) 100 1
1 100 (12/12) 100 (12/12) 0(0/18) 100 1
BSO-IRELM 2 100 (5/5) 100 (5/5) 0 (0/25) 100 1
3 100 (13/13) 100 (13/13) 0 (0/17) 100 1
# 5  BHIEAE Wine B E ERTERIT FRFR
Table 5  Performance evaluation index of each algorithm on Wine dataset
Hik 5 K (%) TPR (%) FPR (%) F1E (%) AUC
1 81.8182 (9/11) 100 (9/9) 11. 7647 (2/17) 90 0.9524
RELM 2 66.6667 (8/12) 80 (8/10) 20 (4/20) 72.7273 0.8000
3 100 (7/7) 63.6364 (7/11) 0 (0/17) 777778 0.8182
1 88.8889 (8/9) 88.8889 (8/9) 5 (1/20) 88.8889 0.9206
IRELM 2 90.9091 (10/11) 83.3333 (10/12) 5.5556 (1/18) 86.9565 0.8889
3 90 (9/10) 100 (9/9) 5.2632 (1/19) 94.7368 0.9762
1 87.5 (7/8) 100 (7/7) 4. 5455 (1/22) 93. 3333 0.9783
GA-IRELM 2 100 (16/16) 88. 8889 (16/18) 0 (0/12) 94.1176 0.9444
3 83.3333 (5/6) 100 (5/5) 4.1667 (1/24) 90.9091 0.9800
1 90 (9/10) 100 (9/9) 5 (1/20) 94.7368 0.9762
PSO-IRELM 2 90. 9091 (10/11) 90.9091 (10/11) 5.2632 (1/19) 90.9091 0.9282
3 100 (9/9) 90 (9/10) 0 (0/19) 94.7368 0.9500
1 90.9091 (10/11) 100 (10/10) 5.2632 (1/19) 95.2381 0.9750
BSO-RELM 2 87.5 (7/8) 87.5 (7/8) 4.5455 (1/22) 87.5 0.9148
3 100 (11/11) 91.6667 (11/12) 0 (0/17) 95.6522 0.9583
1 100 (12/12) 92.3077 (12/13) 0 (0/17) 96 0.9615
BSO-IRELM 2 92.3077 (12/13) 100 (12/12) 5.5556 (1/18) 96 0.9722
3 100 (5/5) 100 (5/5) 0 (0/24) 100 1

ARG THEAR — 2 AR SR/ ME Y,
H A2 Ecs 5, P DR Il 45 SR A B AR AHEL T
PSO-IRELM #1 GA-IRELM, BSO-IRELM 14
PR PR B, X s i BSO 5LiEE PSO

FLEM GA SRR AA HIFILRE . Mok, 1EFT
A IR AT, BSO-IRELM () 4% WU fig t A1 T
BSO-RELM, IRELM FIf£4i ) RELM 5%, X i
1T 5N LU Z3 VAL BSO SHIARA ZEE, IR
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(e) Wine-BSO-RELM Hiil| ]
(e) Wine-BSO-RELM prediction chart

Kl 6
Fig.6

WIGE T 2 i 9% T RELM {775 B £F 1) 83 1R ¢ .
MITEE T BSO-IRELM 5 BA BAR i 20 25k
fe, B, #3E—5% BSO-IRELM $09%: 5 FH 31/ 4%
ARG B8 AIE e A AT AT 1

NSL-KDD #1285 2 T3 L84

¥ 4 KU EEIN Abnormal (EIETF), Arid
N2, IEHEHE (Normal) Arid ol 1, SEIRHAL N 2
TR, K 6 MR 7 45 T & FIE SLie 45 .
7THE 8 R T 2 o RIREEFEA ROC
(Receiver operating characteristic) HZExT L. M
Fh A LB 1, BSO-IRELM 72Kyl 1E B A7
R ARV 5 R, T 2 ooy REIR A2
- EE AR, 2 BRI ZBOR, B AdERf 2
ToF S AR B B ) LS O, R AE R R A,
W MAETAZE, BIEZ (True positive rate, TPR). &

3.4

(f) Wine-BSO-IRELM Tl ||
(f) Wine-BSO-IRELM prediction

B4y BVEAE UCT B4R B IAaill 25 2%
The detection results of part algorithm on UCI dataset

RO FEIENAEFRE (%)

Table 6  Accuracy of each algorithm (%)
BP 78.1 (1562/2000)

LR 81.3 (1626/2000)
RBF 88.9 (1778/2000)

AB 86.15 (1723/2000)
SVM 91.15 (1823/2000)
RELM 81.45 (1629/2000)
IRELM 83.9 (1678/2000)
GA-IRELM 89.5 (1790/2000)
PSO-IRELM 90.45 (1809/2000)
BSO-IRELM 91.25 (1825/2000)

1E# (False positive rate, FPR). F {Ef1 AUC (Area
under curve) X 2 Jor FKHAT N, EIRIERRITT
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Table 7 Performance evaluation index of each algorithm
HE F R (%) TPR (%) FPR (%) FiE (%) AUC
ip 1 45.2915 (303/669) 80.8 (303/375) 22.5231 (366/1625) 58.046 0.7914
2 94.5905 (1259/1331) 77.4769 (1259/1625) 19.2 (72/375) 85.1827 0.7914
. 1 85.7143 (6/7) 1.5831 (6/379) 0.06169 (1/1621) 3.1088 0.5076
2 81.2845 (1620/1993) 99.9383 (1620/1621) 98.4169 (373/379) 89.6514 0.5076
RBF 1 67.8663 (264/389) 73.1302 (264/361) 7.6266 (125/1639) 70.4 0.8275
2 93.9789 (1514/1611) 92.3734 (1514/1639) 26.8698 (97/361) 93.1692 0.8275
B 1 67.9825 (155/228) 43.1755 (155/359) 4.4485 (73/1641) 52.8109 0.6936
2 88.4876 (1568/1772) 95.5515 (1568/1641) 56.8245 (204/359) 91.884 0.6936
ol 1 89.7674 (193/215) 55.4598 (193/348) 1.3317 (22/1652) 68.5613 0.7706
2 91.3165 (1630/1785) 98.6683 (1630/1652) 44.5402 (155/348) 94.8502 0.7706
RELM 1 53.6339 (140/261) 35.8974 (140/390) 7.5155 (121/1610) 43.0088 0.6711
2 85.6239 (1489/1739) 92.4844 (1489/1610) 64.1025 (250/390) 88.9220 0.7076
IRELAL 1 55.5556 (145/261) 41.3105 (145/351) 7.0346 (116/1649) 47.3856 0.6714
ELM
2 88.1541 (1533/1739) 92.9654 (1533/1649) 58.6894 (206/351) 90.4958 0.7280
88.8412 (207/233) 52.9412 (20/391) 1.6159 (26,/1609) 66.3462 0.7566
GA-IRELM
89.5868 (1583/1767) 98.3840 (1583/1600) 47.0588 (184/391) 93.7792 0.7955
84.5588 (230/272) 60.686 (230/379) 2.5910 (42/1621) 70.6605 0.7905
PSO-IRELM
2 91.3773 (1579/1728) 97.4090 (1579/1621) 39.3139 (149/379) 94.2967 0.8066
86.747 (216/249) 60.3352 (216/358) 2.0097 (33/1642) 71.1697 0.7916
BSO-IRELM
91.9428 (1609/1751) 97.9902 (1609/1642) 39.6648 (142/358) 94.8702 0.8416
2 366 1489 2 22
o b o
& & &
1 303 72 1 140 250 1 193 155
1 2 1 2 1 2
T & To & FE

(a) BP JRIEHRE
(a) BP confusion matrix

(b) RELM JRE MiF%
(b) RELM confusion matrix

2 73 2 42
o )
1 155 204 1 230 149
1 2 1 2

TiME
(d) AdaBoost V¥EH P
(d) AdaBoost confusion matrix

Fig.7

A
(¢) PSO-IRELM Ji 37 4[4
(e) PSO-IRELM confusion matrix

7 2 LN RIRVERENE

(c) SVM JEIEHFE

(¢) SVM confusion matrix

2 33 1 609
e
NIL—(_»
1 216 142
1 2

TiE
(f) BSO-TRELM Y& k4
(f) BSO-IRELM confusion matrix

Binary classification confusion matrix
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Z
0.8} 0.8} y
0.7 0.7} y
J 7
0.6 H+ / 0.6 H 7
M- 7/ H+ ‘ y 7
= 0.5 H 7 = 0.5H /
i BP (AUC = 0.7914) iy ‘ /< BP (AUC = 0.7914)
0.4l [ /~ —o— RELM (AUC = 0.6711) 0.4 —&— RELM (AUC = 0.707)
J IRELM (AUC = 0.6714) | IRELM (AUC = 0.7280)
03l J —A— PSO-IRELM (AUC = 0.7905) 03 —A~ PSO-IRELM (AUC = 0.7955)
J —%— GAIRELM (AUC = 0.7566) —%— GA-TRELM (AUC = 0.8066)
0.9 y BSO-IRELM (AUC = 0.7916) 0.2 BSO-IRELM (AUC = 0.8416)
: 7 —>— AB (AUC = 0.6036) : —>— AB (AUC = 0.6936)
1| 7 ~%— SVM (AUC = 0.7706) / —%— SVM (AUC = 0.7706)
0.1 y, —e— RBF (AUC — 0.8275) 0.1} —e~ RBF (AUC — 0.8275)
0 —&— LR (AUC=0.5076) —+—LR (AUC = 0.5076)

01 02 03 04 05 06 07 08 09 L0
fRIE#
(a) IEHFEA ROC HiZk K

(a) Normal sample ROC curves

0.1 02 03 04 05 0.6 07 08 09 10
RIESR

(b) Btk ROC 2K
(b) Attack sample ROC curves

8 270/ ROC HZxt LK

Fig.8

H o ES ROCHR [30]. 78K 2 B0k 444 T, BSO-
IRELM [PJPEREIR T BP. LR (Logistics regression).
RBF (Radial basis function). AB (AdaBoost), AJ
PLELS 5 PSO-IRELM. GA-IRELM 1 SVM
(Support vector machine) FHIT )73 FEMERE, Ak
EAF PSO-IRELM. GA-IRELM il SVM. H.1%
At T IRELM FfL 48 RELM. %55/, BSO-
IRELM () F {5/ AUC 88, (R LERS 2 J7 1,
Lt BP 2 2.6477%, {EEIEZJ7TH, b LR 2 1.94814%,
MEMRIER 71, t PSO-IRELM # 0.3509%. H
TR A2 R BEALIEE A 2 000 25404k 41 k%, BSO-
IRELM H B R 50 48 Bir o bl B 40K, MORE A 26
FUIE RV AE 205 22 . TRVE RS MR s 45 h il 3%
Fiz R Sz s &8 SRR T0IN 45 R ATIE B S AT AL
ME 7 W LLE H, BSO-IRELM )45 S5 R i HETf
R A IR — = R BR X R B EE ok, 1= DY
GBI A B EUE /N, B BP T R 1)
BE F1 i 22, ML T % 9%, BPRIALK KB X 2 Al
s TN A IE A | 22 5 I 2% 22 45 RAR K1)
. UL BP b2 09 2 ] g R ORIl g B2 v, BUE
WS B SR B AR A S BN N 2R . ROC #h 2k
Pl 2 S B B IE AU IE R 2 [R] o R 2k, 264
BB A5y, #ZESH TARED Y AUC,
PSR n TR v R, AUC s, 5 B FR000 vEE ff 26
M. B 8 TLAE i, FE & FEH, TR R e
B 18 A B 8B, BSO-IRELM ) AUC #J
AL, BAH LT RBF 1 1E 5 20 £ 2£0.0359. 7E
KEZHIHMNT, BP. SVM 1] AUC T IRELM Hl
14 RELM, {HAH L T PSO-IRELM. GA-IRELM

Binary classification of ROC curve comparison diagram

PL K BSO-IRELM, AUC ¥J5 2. X 784 1t B,
RELM &7 12500 @5 T 40 B MR R 52, 58
T BN LU 43 LA K BSO H )b Bk 5640F
7 BSO-IRELM #fttF BP fif&£ 4t RELMXt T 2
T IR NAZ R B A B A I 1 e

3.5 NSL-KDD #iE&EZ T LLWER

Normals Probe. DoS. R2L. U2R & ~N—3K, 7
AREA L, 2, 3,4, 5, SEERAEKE K. FEER 8 ~ 13
A TR, HEE 9 A H T Zu iR
WHHERE, 7EE 10 R4AH T 2904028 ROC HiZR A,

M 8 AT LA Y, BSO-IRELM [ i % 5 i,
N 88.7%, HAh S, 41 BP. LR, RBF. AB. SVM.
RELM. IRELM. GA-IRELM #I PSO-IRELM HJ
MR RN 73.1%, 47.2%, 81.95%, 76.05%),

%8 RRABERINETRE (%)

Table 8  Accuracy of different algorithms (%)
ik HEH
BP 73.1 (1462/2000)
LR 47.2 (944/2000)
RBF 81.95 (1639,/2000)
AB 76.05 (1521/2000)
SVM 83.15 (1663/2000)
RELM 62.7 (1254/2000)

IRELM 71.9 (1438/2000)
GA-IRELM 86.35 (1727/2000)
PSO-IRELM 86.15 (1723/2000)
BSO-IRELM 88.7 (1774/2000)
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Table 9  Performance evaluation index of each algorithm on Normal
Bk FEHEZ (%) TPR. (%) FPR (%) FIE (%) AUC
BP 77.7778 (14/18) 3.8674 (14/362) 0.27548 (4/1452) 7.3684 0.5181
LR 76.4706 (13/17) 3.6723 (13/354) 0.42781 (4/935) 7.0081 0.5172
RBF 66.9377 (247/369) 73.5119 (247/336) 8.0581 (122/1514) 70.0709 0.8301
AB 52.3517 (256/489) 66.8407 (256/383) 15.5541 (233/1498) 58.7156 0.7622
SVM 91.2863 (220/241) 63.0372 (220/349) 1.4344 (21/1464) 74.5763 0.8088
RELM 89.5238 (188/210) 53.4091 (188/352) 2.0221 (22/1088) 66.9039 0.7604
IRELM 49.7619 (209/420) 58.3799 (209/358) 14.6528 (211,/1440) 53.7275 0.7277
GA-IRELM 88.9706 (242/272) 64.191 (242/377) 1.9802 (30/1515) 74.5763 0.8117
PSO-IRELM 80.3571 (225/280) 61.3079 (225/367) 3.5415 (55/1553) 69.5518 0.7897
BSO-IRELM 83.9552 (225/268) 66.1765 (225/340) 2.701 (43/1592) 74.0132 0.8179
# 10  BHIELE Probe LIMEREIE Fatn
Table 10  Performance evaluation index of each algorithm on Probe
vk R (%) TPR (%) FPR (%) FIE (%) AUC
BP 82.9787 (390/470) 97.5 (390/400) 6.9444 (80/1152) 89.6552 0.9625
LR 62.6039 (226,/361) 56.7839 (226,/398) 15.8265 (135/853) 59.552 0.7418
RBF 99.5902 (243/244) 59.7052 (243/407) 0.071582 (1/1397) 74.6544 0.7982
AB 89.6359 (320/357) 82.4742 (320/388) 2.9887 (37/1238) 85.906 0.9009
SVM 73.3728 (372/507) 88.7828 (372/419) 9.467 (135/1426) 80.3456 0.9012
RELM 51.7661 (425/821) 97.7011 (425/435) 32.3265 (396/1225) 67.6752 0.8620
IRELM 79.9065 (342/428) 91.4439 (342/374) 7.2758 (86/1182) 85.2868 0.9308
GA-IRELM 89.8851 (391/435) 92.435 (391/423) 3.1884 (44/1380) 91.1422 0.9482
PSO-IRELM 89.7638 (3422/381) 94.4751 (342/362) 2.7465 (39,/1420) 92.0592 0.9605
BSO-IRELM 89.6629 (399/445) 93.8824 (399/425) 3.2372 (396,/1225) 91.7241 0.9548
F 11 FHIETE DoS LIHRETEN FE bR
Table 11  Performance evaluation index of each algorithm on DoS
AT FEHER (%) TPR (%) FPR (%) FIE (%) AUC
BP 93.0233 (600/645) 81.5217 (600/736) 4.9614 (45/907) 86.8936 0.8898
LR 42.1687 (665/1577) 87.5 (665/760) 76.5743 (912/1191) 56.9106 0.5698
RBF 99.4074 (671/675) 90.9214 (671/738) 0.41152 (4/972) 94.9752 0.9530
AB 90.3509 (515/570) 70.6447 (515/729) 5.1838 (55/1061) 79.2918 0.8316
SVM 84.7118 (676/798) 90.1333 (676/750) 11.0009 (122/1109) 87.3385 0.9019
RELM 96.7391 (178/184) 25.0704 (178/710) 0.55453 (6/1082) 39.821 0.6230
IRELM 96.7059 (411/425) 54.0079 (411/761) 1.3449 (14/1041) 69.3086 0.7644
GA-IRELM 90.7539 (638/703) 89.4811 (638/713) 5.6326 (65/1154) 90.113 0.9222
PSO-IRELM 93.5302 (665/711) 89.502 (665/742) 4.1667 (16/1104) 91.4718 0.9292
BSO-IRELM 96.3636 (689/715) 93.6141 (689/736) 2.3402 (26/1111) 94.969 0.9578

83.15%, 62.7%, 71.9%, 86.35% F1 86.15%. {H T
NSL-KDD A E LD B S A/ SO
R, HIER, BUER. F{EM AUC 27wt —
03 B B FR N AR A U 1
M 9 7] LLE H, XFF Normal 2874

LR W% &

¥4, BP

Kol v B 2, HAE RN 3.8647%

1 3.6723%, B BSO-IRELM % 62.3091% Al
62.5042%. KZH1EH T, BSO-IRLEM 4335
fit 5 SVM. PSO-IRELM Ll X GA-IRELM #Hif,
{H#; AB. RBF. IRELM Ail{£4 RELM MEREH
FriRTE. BT BSO-IRELM #4 K8 1E Bl 15 0
B8R, DRI 2 3 BORS i 28 A0 LE 2R B 22
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Table 12 Performance evaluation index of each algorithm on R2L

B FEHEZ (%) TPR. (%) FPR (%) FIE (%) AUC
BP 87.5 (14/16) 31.1111 (14/45) 0.13793 (2/1450) 45.9016 0.5150

LR NaN (0/0) 0 (0/32) 0 (0/944) NaN 0
RBF 68 (17/25) 56.6667 (17/30) 0.4908 (8/1630) 61.8182 0.7813

AB NaN (0/0) 0 (0/36) 0 (0/1521) NaN 0

SVM NaN (0/0) 0 (0/36) 0 (0/1663) NaN 0
RELM 50 (1/2) 3.4483 (1/29) 0.079745 (1/1254) 6.4516 0.5147
IRELM 81.8182 (9/11) 39.1304 (9/23) 0.13976 (2/1431) 52.9412 0.6951
GA-IRELM 90.9091 (20/22) 57.1429 (20/35) 0.11703 (2/1709) 70.1754 0.7852
PSO-IRELM 90.9091 (20/22) 54.0541 (20/37) 0.1173 (2/1705) 67.7966 0.7698
BSO-IRELM 92.3077 (24/26) 82.7586 (24/29) 0.39728 (7/1762) 69.0909 0.8258

%13 KEEAE UR LIOMAEOE
Table 13 Performance evaluation index of each algorithm on U2R

% FEHEZE (%) TPR (%) FPR (%) FIE (%) AUC
BP 52.1739 (44/851) 97.1554 (444/457) 28.5614 (407/1425) 67.8899 0.8539
LR 88.8889 (40/45) 8.7719 (40/456) 0.55006 (5/909) 15.9681 0.5422
RBF 67.1033 (461/687) 94.274 (461/489) 16.0969 (226,/1404) 78.4014 0.8966
AB 73.6301 (430/584) 92.6724 (430/464) 12.3695 (154,/1245) 82.0611 0.9132
SVM 87.0044 (395/454) 88.565 (395/446) 4.4461 (59/1327) 87.7778 0.9238
RELM 59.0038 (462/783) 07.4684 (462/474) 28.841 (321/1113) 73.5084 0.8822
IRELM 65.2235 (467/716) 96.4876 (467/484) 20.4098 (249/1220) 77.8333 0.9003
GA-IRELM 76.7606 (436/568) 96.4602 (436/452) 9.2762 (132/1423) 85.4902 0.9397
PSO-IRELM 77.7228 (471/606) 95.9267 (471/491) 9.7332 (135/1387) 85.8706 0.9349
BSO-IRELM 80.9524 (442/546) 94,0426 (442/470) 7.2423 (104/1436) 87.0079 0.9362

M 10 7T LLE H, X T Probe KM Kif;, BP,
AB. IRELM. GA-IRELM. PSO-IRELM # BSO-
IRELM W REAH T, i T LR SVM. RBF.
RELM 1 6E, (HE4K E BSO-IRELM M g #
. B, B2 7 LR A1 RELM, HA & 50T Probe
FA I 35 BA R B IR e

MR 11 FTLLEH, 6T DoS 28R Miid;, BSO-
IRELM HI I PERE S AL, LR MM RE i 22, BRfk
4t RELM A IRELM W3 IEZREZE, AR 25.0704%
1 54.0079%, HoARx 5 FIE P REVEAN F8 bR 3D ER.
T DoS BIBHE H 2, R AE H SRR N AT
S 7 AL R A R I A SR AN ER AR (H AR ST
2 S AR B N AR B 5 1E 5 SR 1 2 5%, Bt Do T
Bt H i 2 1) DoS BiA7h HA By ks 2 5.

M 12 A] DLE H, AT R2L B 288, 75K
Z¥EM T, BP. RBF. RELM #1 IRELM f14: fg
K, R I%2%, LR AB FI SVM R I % f
# . A E I ERR S R2L B 2554 1 BSO-
IRELM [ RERAR, AT RELM, F#iR 25
T 42.3077%, ROR B, RAEE . R2L Bk

MEURAD T HYFE R2L NMR R ESER P 5
AT Bk, X AT A L REAE 5 OE O B R AL
it B R2L FCahi 46 PR % {H BSO-IRELM #H L T
BP. LR. AB. SVM #lf£4t RELM, {RUiFHh2%>] T
R2L HIHRFE, F4 3 IERf 7328,

MFE 13 ATLAE H, X F U2R KA K, SVM,
AB. GA-IRELM. PSO-IRELM #1 BSO-IRELM f{]
PEREM T, SR, BP. LR. RBF. RELM #l
IRELM HIPEREAHT, 2R E %, H BSO-IRELM #H
tt-F BP. LR. RBF. AB. SVM #1444t RELM, 7>
FKVEREA Frdem, AUC 4 542 & 0.0823. 0.3940.
0.0396. 0.0230. 0.0124 F1 0.054. A% NSL-KDD
IR IAT 2 EIRREL AN E R EE, 7T LA
TE—EREE FBRARA RIE e R A IRl 22 8, fe
PR 2 ) B 2 1) U2R 4FAE, BARTE R 267 4G
DU B A S 1L, E 2 AR 0 P B 2 155 5 T4,

24K iy RN [ 6 A pp ST AR A o) A 7R 3
ATERAR. T F AR [R] B S 1R i % A0 F [ 2% a] DA
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