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A Survey on Adversarial Machine Learning for Cyberspace Defense
YU Zheng-Fei*? YAN Qiao® ZHOU Yun"®

Abstract Machine learning has the ability to learn in various conditions, and becomes a research hotspot and an
important direction for cyberspace defense. Unfortunately, machine learning models have potential risks of suffering
adversarial attacks in the cyberspace and may become the weakest part of the defense system. Therefore, it is of
great benefit to discuss cyberspace defense scenarios and the fundamental issues about the possibility and security of
using machine learning algorithms, which is the basis of building cyberspace defense system with machine learning
models later on. Adversarial machine learning for cyberspace defense is an interdisciplinary research field. In this
paper, we provide a comprehensive review of works related to this filed. Firstly, we present the background and re-
lated works of cyberspace defense and adversarial machine learning. Secondly, we provide a model to describe the
adversarial model of attack against machine learning in cyberspace defense systems, and thoroughly assess its secur-
ity attributes under specific threat scenarios. Specifically, we discuss the methods of launching evasion attacks in
the test phase, launching poisoning attacks in the training phase, and launching privacy violation in the whole
phase for cyberspace defense systems. On the basis of this, we study how to strengthen the machine learning mod-
els with different defense mechanisms in cyberspace. Finally, we discuss the future works and challenges of research
on adversarial machine learning in cyberspace defense.
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(a) Gt IR AU

(a) Encoded obfuscation codes

ca=&id _secteur activite=
&date operation=&mots cles=
"> <script>alert('Xss

By AtmOn3r')< /script>
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Fig.1  Original codes decoded and restored by

obfuscated codes®™
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Table 3  Classfication of attacks against machine learning based on threat model
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Adversarial attack and defense methods for cyberspace defense
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Table 4 Typical adversarial attacks for cyberspace defense
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Fig.3 Mimicry attacks (top) and reverse mimicry
attacks (bottom)™
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Fig.4 The original (left) and modified (right) PDF file

ERES RN, Il A B 24 R4
PDF B4 38 N & B i 2% 2 A, Corona F5™
H 2 RMEFEARDT) JavaSeript MAHFEFH: O (Ap-
plication programming interface, API) FAEE AN
FEE PDF SO A, 08205 SR AR I 56 bl v
NFFAESE N = A8k, 25 3R, T JavaScript
AP TEAR T _F A2 BhAS BIRFE, R X R0 77 727 A 1)
FEARATISRBETE S BE . LuzOR A, Srndi¢ 25
WK T R B 7k, 45 R AR, Hidost XfiX
PR By A BOs & . B TARIE R,
Rosenberg &5 FEFAFHE AA 2 B UG = T g
I REAER APT U8, R8Tl 0 3 ) 28 28 3 A A A
B R A W T BAR B BLE:, Maiorca 4607
KB m N AN R PDF UM, I)RLEE & PDF
SO N R S8 PDFRate. 3% F 7772 18k 202 K BE1E
T B A 1 580 1% & PDF S

KB AR Bk 32 B2 A FEAS AR INRRAE, 2R
1M, A 5670 Bt 58 SR 2 RO A R AT REAE A B AN
TS BB it . 2016 4F, Xu S50 # H 5E T A%
G A R RSB, AR NI B AR () £ B X)

W PDF PR TIE R Seierh, FIAAS S &
B REAR 5 IR UEF T B 4T N EET LR, 30E S
A M. R, M Contagio & & PDF 44K
I 4 R 3k G 500 AN EREA T, T LAPE AR
17K NLEERE A %F PDFrate 1 Hidost %5 % i
PDF SCAF43 288 B 5 508 100%. 1% 50 B Ik
M PDF SO BT 5, H XS v R R I
T oRAR K, R LA_E 5 VL s B e o 1) 3 Sk
AR, ETAT P T R A — o AR S AN
FE S AT AT 25 K A0 A5 R R TR S A fb 2 B) i 48 R
LR AL IS 78 7 E AT KBS ), R Bh 7R %
XTERN I RE A AT BN AS /0 i, an B0 3 1) H AR
R R SR DL BT DA FEAR AT 4 ), (H
T 38 A B I Rk o T AN E A AE R TR PR 1
HRIEA MR X H bR RSB KA BR 137 5 42 R
it
3.1.2 ETHEMNNBKT

A5 Mok =F 3 T 5 # AN S s R B L
BEE SRR AR AR AR KA IRE AR TR A5
7 Tt e VR T M R0 3 % AS OB SRR AT, A3
P E R B AR, BEE T EALE 13T B A
MLES 5 IR, BIFFE N 53 TSR3 P AS [R) i B 7
A SO AR L B A B AL 2% 2 ] A B A
o) BARE R B — i 2 B A X B 2 1R AL
Bk, ST K2 HU R8s %N RS R R
%, TEFR IS R B s T BERE N B 7 1) - B s AR
OB REA 7 B BV AR I X SR 3, T A 20 25
PR N IE W REA. T IEH REARFE B REA R
TEZE AR, BLIEE UCE B A e ROk
YRR, R, B S E T IE R AR A
REAE S PR P XME, SR 5 158 P AR B R B 1 B g vk
A R TURE AR JIL 38 73 S B AN PRI 2 2B i T
FPE.

2013 4, Biggio 2™ 7 £ (A &5 5 &5 %
= PDF SCPRRG I #8328 T80 B B ik, =&
ATHE T W EiiEEE 2 PDF SO 24t Slayer™,
EERAEL S 2R P SRR Rl BEAIL S A3 I 2 bR B3 )
MU 228 X 4% 55 =t AN [ 1) 2 ) SR A7 DR, 2
S R0 VEIE T B TR B R B AT A 4 2
B SLUGLE R AR LR M R I 2R
S AR M R A I B, [RIRE 25 5 52 2 0 38k 2 s
ZJ&, Smutz ZE £ X% PDFRate #E4T 1 AH A 2
R, g5 FR, BT 10 20 T L 5E AT
KRG IR

2014 4, Szegedy 1" TSR EME AR AR
RGBS MRS, RIS 5] AL S

Sk



7 3 ARIE QAR T i [0 2% 22 18] B A PR 0 O BIL 45 2 ST S Sk 1635

K. EZEARR RSN, FIHRSINFE BFGS
(Broyden-Fletcher-Goldfarb-Shanno) 75 ¥% s 261
HEXTPUREAR. Bl S, BFFCN RG22 52 Hh AR R FE 17
‘572 (Fast gradient sign method, FGSM)", JT
T B R 1) 2. 3 B B0t 52 (Jacobian-base sali-
ency map attack, JSMA)!', C&W!Y (%5 % LA
Carlini fl Wagner PIAL/EE 458 7B 44) SExt
PUREAA BT, H 200 SERR 3 N R 0l R 58
SEPL T R BL 0 7 S TR U ARAE TR A LA
GURIAR BT E R, BTN RIF IR R AL
P H I R A A BL 7 1A% 3] 28 223 [ 57740 i L.

TER BN Bk TR T AL 1T 78 5 P 25 7%
(] B AR ) AR AR b, AR AT ) R, T B Pk ik —
D71, VHEURLGE LR 1) AR RN, B 2%
() H B IR L JE O e AUE R AR B, T
AR X BEA T A A I BN B, T AN B8 38 70 B 24
Fy—J7 I, 28 73 1] 5 AEO6E A B I RE AR T T
2T, A XA o PR A ARSI AN I B R A AR ()
WMEIhRe. ETHEN T, AT PAOM R TR
HXTHREAS 5 SR 0GR 2 T ) R B, ATTTAEAS ™ A
PR A o N A 0 SR 18 DR A AN AR . A8 ) 28 =43 ) o )
W ZRARAEAS B DR B S ORI = DR, X 5 BAE
THENULSE O HUREAS B9 RS HIT  % B,

Grosse 51 7E1X J7 [ & S6 U RAL. 2016 4F,
flA T3 o JSMA 5%, A2 Android R
(RN HTURE AR XoF 258 Tt 2 0 265 P S0 23 0 AP A e 28
BAT A BT, AHOGERIR RAH, XF T & FhRAR I p
LM 2%, MHUREA AT DUSTRR AL AR 73 K Ed 40% ~
84%. LM FLMCF T CAE () BRI T SATL 22 A WE T 00T
whoe. B b, 1% I7 R DU N AR AT AT GO
ML 52 21 53 2588 SR, X 00 LA A AE R Ak 2 ]
BEAT B, I BARV AT LA S A B AR AL In) & DL
IREA, FE I R AN 2 A2 L S R S, W]
PRI

ZJa, B8 AR Z BRI Kolosnjaji 5™
A Kreuk 2™ X7 FGSM #EAT oeadk, i 78 % S 4K
PEREAR B 77 177 BV X i A . Huang
S50 FGSM AT JSMA Bt - 2 iR 2 2
JTNERINEAR I R G S B Clements 259 i
% FGSM. JSMA., C&W HIH P[] 28 SyE10% 46 4
TpAS [5) Bty S0 e TR i 2 =) R I 28 A AR A
R, S REKW, FIH 4 FhO7EA R DA O Bt
FEA.

3.1.3 EFIBMIERE

BEE LA 2 ) = R S5 R R, Las 2 o) Bkl

B A A B 977 908 i A BRONAR A DU 7 25 X 4% 7 [

bit R4, IR E T RME mimigtr. Bah#
EE BRI 24 (H ] DL A i g ) 7 =
ERRIAE ., HIRTS RAE 7 B A5 B 40 BB
) = oehr S . XSO, AT B E#E
Ki, HFPBRAR R —DNREBEM, XHLE5 1
Bridi s R E Y. BUE, G BURE AR (0 M B2 A B
.

R, 0 BE G ARY ( R e i R T U
APERAGT M. W 5 Bt LB R A
MR PREA M Z . I 5 FTLAE H, % T DNN.
SVM. Z# A1 (Logistic regression, LR)+ YL
(Decision tree, DT). 4811 5% (k-Nearest neigh-
bor, kNN) Pl J£E pi % >J (Ensemble learning,
Ens.) 5 B A A A 4589 UL R AEA R B8R 4 EIZR
TR, XTPURE AT IR BE 8 R 5 A Rtk X ME W
7 A DL ) AR B TY 1) 77 20, R 2 LR
B R IE X HOREAS, IR 5 B A ORI AR A,
Bk, Yo #w dedh B A AL N S R AE Y
FEAR, ARG SRR AN A RE A St B AR 22
S, 1T AR 2 S e AR AR () R S i AT AN v, A
FAAG T AR A BRAR Y, B S5 B iz AR AR Y
AR BUREAS. BT X B ARG T R 1, 59R
2 PRI B AR IR

DNN 23.02 WEwY
B LRF[ 6. 91.64 91.43 87.42
=
w
g SVMp 2. 100.00 = 80.03
=
4o
=X
® DT . 89.29

kNN 82.16 82.95 WEENE

DNN LR SVM DT kNN Ens
H el o IR

5 BRI R R
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