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TPT-Former-based Study of Critical Node Vulnerability and
Attack Strategies in Complex UAV Swarms

DONG Ping' TIAN En-Gang'

Abstract To address the susceptibility of complex unmanned aerial vehicle (UAV) swarms to communication in-
terference and node destruction, this study investigates critical node identification and attack strategies under re-
source constraints. First, we develop a graph model of UAV swarms and generate a dataset via simulation spanning
diverse topologies and operational states where task-degradation-oriented labels are assigned according to changes in
network connectivity and mission performance. Second, within the proposed topology-prior and task-state enhanced
Transformer (TPT-Former) framework, we fuse topological priors with task-state information to build a critical
node evaluation model, and employ a weighted regression loss to improve the accuracy of criticality prediction. Fi-
nally, under joint constraints on the number of attacked nodes and the total attack cost, we design a greedy attack
strategy guided by learned criticality scores and compare it with degree centrality, betweenness centrality, and con-
ventional graph attention network strategies. The results show that the proposed approach outperforms the
baselines in both criticality prediction and damage efficiency per unit resource, providing a reference for UAV
swarm survivability assessment and topology reinforcement.
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Tllustration of a complex UAV swarm mission in

1
Fig.1
an urban post-disaster inspection scenario
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Fig.2  Architecture diagram of the proposed
TPT-Former model for critical node evaluation
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procedure based on attack value per unit cost
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Table 2 Window-averaged contribution ratios of the
three composite-cost components on the test set (%)
NI P TTER o L bRifEZE
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wad(A2(L)) 22.7 5.4
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Fig.5 Comparison of ground-truth criticality labels and
model-predicted criticality scores with
absolute prediction errors
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Table 4  Performance comparison of different models for

criticality prediction tasks on the test set
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Table 3  Spectral-encoding and model runtimes for
different numbers of nodes
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Pspearman F1 0.887 P& 0.842, KB (b, 1) P& =
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HETI R Precision@B & XN |S% N Sp|/B, T
BHHT B A5 100 H L iR A 5 fUE & R
2y H— A R A (normalized discounted
cumulative gain, NDCG) NDCGQB XH r; 1EA
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NDCG@B 0.78 £ 0.06 0.76 £+ 0.05 0.74 + 0.04

FHORIEAR 5y, F T E AR A 0] s A0 s A S
FRfE S, TEEWMMZ, Top-B frh&it L8 T
PEUEA R0 =R A SR U HE P R 1, AR B A
HEEN T WA R A B 0 R (9) st PR E
B, TR LR R 4R A xR (9) B RIE I g
77, IR SN R A IR S i — 2P B0AE. PR
S [E R B B pbR RS T ABA TR R 5507 1) ELAMIE A B

DNk — IR “ B R bR I A TR I s AR
JETA R, ASCHET sUBUS D mTRE i SR AR 1
ANFBE B AN 7 T S ek HE S AR,
TR LIR (B, Cax) MBI B S5 3T 55 2507
fili, LA (9) I ESELR G IEREIBILE AJ(G, S)
ER B, Bl REMBESEE S*. SRR,
ARSI EEA AR IR S 4.1 W PTR AR, S A A
B T ORI VT 4, FRTE TR L0 0R T R 20 3K
W A T ok 55 B S IR T 7 AR (R TS 4% 1
T, HERE AR EBRINHE L EH SR S
“B R A BUE BUR Z [R R ZE 8RR ESUE
JE MR SSHE Y HEE B4 A TR K.

Kl 6(a) KW, KZEFEA R RSN M2k
I)AT, IR UL 2 BUNRBRE AR b AR OOTVE 2
(T B B I J 1) B SE 25 5 IR R i 4
R AE. 52, BIAARCEHFA R BT
(9) fZH A SR AR, Tiedd B svP o + TE S0 1)
7 MG B R, (HH R 4145 3 H & Bt AUR
T2 PR AT BE A% B b T e AR 5 R RIS A
AT DA SE 2], 2 5 R A B I T 1 KB 3 A
RS SHLZ BT BN 5, XX HERTE
S AN E BT, BT R RO 1T
S0 SRS AT AT BE 5 4 R Bt 2 TR AR AE — 8 22 R,
HIXFp 2 BE R R EATYAb T mT 252 Ya LA

BE—DHh, 1B 6(b) oA f FELA H T AN IR T
R E T ASOONEMN T2 R B8R G  Z 8
T L, o A 22 BE 8 A Gap = (AJ(G, S*) —
AJ(G, 8))/AJ(G, §%) x 100%. MEIHF LA H,
FERETURE BTN, W (B, Cuw) = (1, 3) f1(2, 3),
22 BRI AL BRI H A B v, B 2 Ak s
R EUD . BHIR A RBGR T, AT A by @ i
HA R, BEE TR IZHRTE R (2, 5) M (3, 5), %
PRI AR A G BT T, JUHAE (3, 5) 24 T B

&
He

0.40
1% .35
2 2 0.30
= < .25
il
0.20
# 0.15
0.10

At
$)

7 AJ(G

Pk Bk A A 2
B

0.10 0.15 0.20 0.25 0.30 0.35 0.40 (1,3) (2,3) (2,5) (3,5)
SRR AR LR AJ(G, §7) TS BE (B, Cuw)

(a) P BEtifEa 5 AR MmEE (b) AR RE YT
EAGREVERRBC USRI EE 4= SO i AR 22 8E 4 A
(a) Scatter comparison of (b) Relative gap
the performance degradation distributions to the
caused by the selected attack global optimum under
set and the globally different budget settings

optimal attack set

6 /NIRRT AR S 45 R
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optimality benchmark
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