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Abstract This paper investigates the secure cooperative control problem of multi-agent systems (MASs) under Markov
switching topologies with uncertainties and privacy preservation. Firstly, a more general Markov process with a trans-
ition rate matrix containing uncertain and partially unknown elements is employed to characterize the network to-
pology structure of the multi-agent systems. Secondly, to counteract eavesdropping attempts on state information
by privacy eavesdroppers, a privacy preservation mechanism with adjustable protection duration is designed accord-
ing to practical requirements. Moreover, for scenarios where the system is subject to actuator faults and stochastic
false data injection attacks, a class of adaptive neural network control strategies based on dynamic memory event-
triggered mechanisms is proposed by integrating estimated state information and historical triggering information.
Finally, simulation experiments are conducted to verify the effectiveness of the developed theoretical results.
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U IR R AR IEAh, (4, B) 27

2 REMSH

AT H B R BRI 5 R RSN
N 2R AR RGBS T FR A B R 7 o S
EE L ERELT, ST RERS (9), &1
ESE >0, >0, >0,r>0,b>0,0<
e<1 LE@E SR IEE K, Qn, O

m

Py, LU R FEANE AL, W5 2 R Re R R 4t
SKHL T BT R Bk
D XFmeDr, A
I'm Iy I
* I'y 0 | <0 (12)
* x* D5
Qr—Qm <0 (VMreDpj, m#r) (13)
Qr — Qm — P <0 (Vr € DY) (14)

Horp,

ebiv(HY Hyy @ Op) 4 Iy @ FTF +

Z (IN ® ((QT - Qm) + 277mrpmr))

reDy
Hp ® QuBKy, —ebiv(HY Hy © O)
01 (p-1)
I's =0(Iy ® QmBEF)
Iy = diag{v(eby (H! H,, ® O,,) —
—vh(In ® Opy), -+
I's=-In®I,

I'y =

al(IN & Om))7
R —VHP(IN X Om>}
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10 #4 Mrim) 5345 ANEIE SR BER UL T 2
2) Xt FmeDpr,
Iy To T
* Iy 0 [<0 (15)
* * I's
Q-—Q, <0 (r, 7€ D) (16)

Qr—Qm—Pnr <0 (VMreD™ m#r) (17)

Hrb, FONE BB E LR, o, Nrn K
LEiF

o =2(Iny ®QnA) —2(Hp ® QuBK,,) +
In @ F'F +ebiv(HL H,, © O,) +
e Dn
m#T

Z Nmr (18)

rrr

r Qm) + 277merr)) +

Ty = —Tmm — g Tonr (19)
re Dy
m#r
Ty = Tmr = Dmrs Tmr = Tme + Nme (20)

JERA. #4Ji& Lyapunov AU T:
V), m, ) = Vi(6(t), m, ) + Va(3(t), m, t) +

V(N (t), t) + Vy(W, t)
(21)

Forb, NP (1) %5 NP (1) BflivHE, W(e) 8 W)
o,

Vi(S(t), m, t) =61 (t)(In @ Qm)d(t)  (22)

Va(d(t), m, t) = x(t) (23)
V3(NF (1), ) = (NF()To ' NF () (24)
(W, t) = Whoy'w (25)
5(t)=1[ %) (1) ]
w(t)= [ wT) - w20 ]
S TSN T T
LV(E(0), m, 1) = T (B -+ A), 2l + A),
t+A)[o(t), m, t} =V(0(t), m, t)} (26)

Hrp, A NtthE.

GIESE
LVi(8(t), m, t) =
25T(t><IN ® Qum)d(t) =
267 () (In ® QmA)S(t) —
26" () (Hym ® Qun BK.w) (8(t) — k1 (£)) +
(t)§ ) Iy @ QmBE)Y(t) +
(1) Z e (I ® Q)3 (t) +

26" (t)(In ® QmBM)N" (1) +
26" () (In © QuC)o" (2)W <
26T (1) (In ® QmA)S(t) —
267 (t)(Hpm ® QumBEK,,)d(t) +
§T(t)(Hm @ QumBEy )k (t) +
206" (t)(In ® QmBEF)d(t) +
50 S eIy ©@1)5(0) +

ST () (In @ FTF)5(t) — 97 () (In @ L,)9(t) +
20T (t)(In © QuBM)NT'(t) +
20T (1) (In © QunC)¢" (z)W

LVa(8(t), m, t) <
v]ebi (67 (8)(Hp Hin @ O )8(t) —
Aix(t) —edT (t)(Hp Hyy @ Oy )i (t) —
ekt () (HE Hyp © O0,,)8(t) +
et (t)(Hpy Hm @ O )k (t)) —

ZQ&

) = 2N (1) Tor NF (1) =

Y(In ® Ok (t)] (28)

LV3(NT (1),

CoNF()NF (t) = —2NF (1) Iy © B* ML Q0 )6 (1)

(29)
LVi(W, t) = oW og W = —2W'W =
—2WTp(t)(In ® CTQ,)5(t)  (30)
W (27) ~ (30) MInAT 75
LV((t), m, t) =
LYy (3(t), m, t) 4+ LVa(8(t), m, t) +
LV3(NE(t), t) + LVy(W(t), t) <
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207 (1) (In @ QmA)S(t) —
26T () (Hp ® QumBK.)8(t) +
26T (t)(Hym @ QuBK )k (t) +
286T(t)(IN ® QumBEF)Y(t) +
() (In @ FYF)S(t) — 9 (t)(In @ I,)0(t) +

(H
(H

() Z Tor(In ® Q)8(t) +

r=1

v [ebl<6T<t><H2Hm © 0m)(1) —

8T (t)(HL Hy @ O )i (t) —
et (t)(Hpp Hm ® Op)d(t) +
ekt (£)(Hp Hy, @ Opy )1 (1)) —

ZG/{ YIn ® Ok ()} (31)

St 0T () S0 Mo (In © Q. )8(t) BEAT 1 R AL HE:
1)%m€D%7 I)_I\IJEEQT_Qm_PmTSO(VTG
D) Rl Qp — Qu <0 (Vr € DIy, m # r) T 15

Z erQr + Wmem + Z erQr S

’I“GDL" re Dy
m#r

Z erQr + ﬂ-mem + Z ﬂ—m’l"Qm =

reD
m%

(7Tmm + Z '/Tmr)Qm -

Z ’/TmrQr + Wmem -

renpr reDr

Z ’/Tmr(Qr - Qm) =

reD®

Z (ﬂmr + N + Amr)(Qr - Qm) =

reD®

Z (T (Qr — Q) + (Mmr + Ay )(Qr — Q)

reD®
(32)

EE Ppr 20 $I] Amr € [777?717’, nmr} EJ‘?%I’
(77'"““ + Am?‘)(Q'f - Qm) <
(s + Dine) Py < 20 Py, Vr € DY
HEFAFH 5T ()0, T (I ® Q)0 (1), 2 T R

50 S (I © QU5(1) <

3" (t) Y (T (IN@((Qr = Qun) +271mr Prnr)))(2)
reD
(33)

FHARN Lyapunov SFEEIER, (31) \TEEA:
LV((t), m, t) =
LYi(8(t), m, t) + LVa(3(t), m, t) +
LV3(N" (1), t) + LV4(W (1), t) <
267 (t)(Iy ® QmA)d(t) —
20T (t)(H,, @ QumBK,,)6(t) +
26T () (Hp ® Qu BK )k (t) +
206" (t)(In ® Qm BEF)J(t) +

5T) 3 (@ (I © (Qr — Q) +

reDp
20y Prar)))8(t) +

5 (t)m, (In @ ((Qr — Qm) + 2m Prnr))3(t) +
v [sbl (6T (t)(H,,
e6 () (Hp Hyn @ Oyy) 1 (1) —
ekt (t)(HY Hpy @ O)0(t) +
ekt () (H Y Hyy @ Opn) k1 (1)) —

Hp, @ O)0(t) —

P

> 0101y © O 0] (34)

g5 (12) A (31), ATHEH LY(8(t), m, t) < 0.

2) #meDy, HQ,—Qr <0(r, 7€ D) M
Q Qm - Pmr S 0 ﬁ

Z erQr + ﬂ'mem + Z erQr =

reD

Z 7Tm7 r m Z Wmf'(Qr - Qm) S

D m
E k reD

Z 7Tm'r r m Z er(QT - Qm) S
re D} TGDZLIC
m#r

Z [ﬂmr(Q?” - Qm) + 277771er7~] +

repny
m#r

Z [ﬂmr(QT - Qm) + 27771’L7“Pmr] S

reD

Z [ﬂmr(QT’ - Qm) + QUMTPmr] +

” m
r € Dy
m#r

Hrh, P, NIEERERE.
EShp) Tmm = — ErEDL"’ mer Tmr = ETED;% Tmr

A ARAL:
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Z Ty = —Tmm — Z Tonr = Ty

reD7T,
Z Ty = —TTm — Z Ty

reD

m# T

Z Nmr = % ( - Z Ty + Z er) =
reDm reDm, reDm,
(me + Z Tomr — T Z Trmr) =

eDA re Dy

mAr
Z Nmr = fim

re Dy
m#r

T HE AT

)Y mr Iy © Q)0(t) <

r=1

Z [ﬂmr(IN ® ((QT - Qm) + 277m7"Pmr))] +

re Dy
m#r

Er(IN ® ((QT - Qm) + 2ﬁumr))
(36)

B HAN Lyapunov FHEFRIA, (31) WTEHEN:
LY((t), m, t) =

LYy (6(t), m, t)+ LVa(0(t), m, t) +

LV3(NF (1), t) + LVs(W (1), t) <
26" (t)(In ® QmA)d(t) —

26" (t)(Him ® QumBK)d(t) +

20T (1) (Hpp @ Quu BK )k (1) +
206" (t)(In ® Q. BEF)9(t) +

0 Mo (In ® (Qr—=Qun) +21mr Prar) )3 (1) +
re D
m#r

STt Iy @ FTF)(t) =0T (t)(In @ 1,)9(t) +

{u&h(éT(t)(HEle ® Op)d(t) —

eb10" (t)(Hp, Hn @ O )ria (t) —
b1kt (t)(HE Hpy ® O,)6(t) +
zsbl/@?(t)(HT m ® Op)k1(t)) —

ZHH

YIN ® O )k, (t)

WY (15) A1 (37) Al HEH LY(S(t), m, t) < 0.
PZAN G EECE R AT, AR RN E L o,
8145 F ko

E{LV((t), m, t)} < —aE{V((t), m, t)} (38)
ESRELY (1) =ePV(1), BNFEERE. Mk
CIEC Y/ 3w
LY (t) = e’ [BV(t) + LV(t)] (39)
XX (39) FEIX (A [0, T] LA HUE AR
CIECE
E(V(D)} - E{V(0)} =
T T
/ BePE{V(t)}dt + / SE{V(t)}dt  (40)
0 0
HHSCRR [33] I AT i ml i, X TEE T > 0, 34977
TEPRE & T 2
E{V(T)} < e P'E{||6(0)]} (41)
HT V(T) > <6%(0)5(0), IXH
S = m:lI,n21,n 7 S{/\min(Qm)}
)‘min y\jﬁ-_x‘/J\#%{[E{Ey L[:ISE‘I‘??J‘E‘
E{6(T)|%} < ge’BtE{IM(O)IIQ} (42)
gi b, R e 1 AT a, 2R R RS (3) fEE
B RO 2 T SR O e B — Bk O
EE 2. B 1T, T RERSR (9), HAF

EBZE >0, A >0, >0,v>0,b>0,0<
e<1 U\&ﬁ%éﬁﬁﬁﬁﬁﬁﬁﬁi f(ma va Oma me

55 DA AR REAN S AR, T 150 BH 2 5 e AR R 48 S
T T TR U
D XFmeDr, H
I 1?2 T3 I
* T 000 (43)

* * f5 0
* * *  —

fll = 2([]\] ® AQm) + Ebly(HgLHm ® OM) +

Z (ﬂmr(IN b2 (_Qm =+ 277mrpmr))) -

m
reDTL

2(Hp, ® BKy,)
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& _ [ Hu®BE,, — cbw(H}H, ©0,,) ]T RRGE (3) SCBLT 77 1 — B 0
2 01 (p-1) EIP 3. LR BIR RS (3) 7R Bk 3

[; = d(Ix ® BEF) A ML Z AT A,

Iy = diag{v(eby (H ), Hy, ® O) — 01(In @ Orn)),

—0y(In ® Opy), -+, —v8,(In @ Op)}
I5=-In®1,
Iy = [T (IN © Q) -
Vb UN © Qm), In ® Qulat
Q) = diag{In ® Qpy, -+, In @ Qu,.
(In® F'F) '}
2) X5fFmeDp, B
P er Iy I
*x I'y O 0

. . Ts 0 <0 (46)
* *  x —Q9
[ _Qm*_Pmr f}én ] 0 (VreD™ m#r)
' (47)
{ *f?f % } <0 (r, 7€ D™) (48)

o,
I~‘l12 - 2(IN ® AQm) + gbIV(HEle ® Ovrz) +

3 [y © (-G + 20 Po)] +

m#r

Em(IN ® (_QnL + Qﬁmpnw)) - Q(Hm ® BIN(m)
I = [\/Enbkl (IN ® Qm)7 T Emkzm,l(IN ® Qm)a
\/Emkm+1(IN®Qm)7 R} \/Emkd(IN®Qm))

\/E(IN ®Qm)v Iy ®Qm]d+1

Q= diag{In @ Qrys -, IN ® Qryr 1y IN @ Qi1
) IN ®dea IN ®Q7'a (IN®FTF)71}d+1

WERR. %4 Q= Q5 O = Q5,1 0,Q51, K,y =
KnQp's Prr = Q! PrrQyt . 5 (12)- (15) PIILR
Phdiag{ Q' @, I} 135 (43). (46), 45 (13).
(16) PiiAFRLL Q! 155 (44). (47). [FH, ¥ (14).
(17) FiiAFRLL Q' 1931 (45). (48). HULTTUERH, 7£
MR NS s 5 TR B R D) 4 R, 2 %R

IERR. MR (5) A1 (9) T RAFSEIfi A 1R 72 34

0 1= ()] < 01 [|AH |2 (D) +

™
i~
i

o) +a-olaniwon o)

4 C = (1—01)[|A]l [Jwi(t)
Pl Ol e
1) % || A|| # 0, iE

ul(1)]],

Y6k < b llAllm (D] +C (51)

z=1
j:& B,/fEl.

p
C
w0l < 5
>0 =011 < g

7 || (e9l|\AH(t*t§c) —1) (52)

SEGFHAF R RS (6), 5k + 1 MR 2
TRk

Z@ /<; H(IN ® Op)k,(t) >
@e‘““*“ +eh(t)¢" () (I © O (1)
(53)
MR HE FEPE T, 15
Zezgé%{)‘ma)((Om)}”"52(75)”2 >
ZQ/—{ YIn @ Ok (t) (54)
Fort A pax NERRRFIEE.

A (49) A1 (51) HESAEH:
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2
C onllAlt—t))
ax\Um ! ) —1 >
mg}g{)\m (Om)} (01 T4 (e k )

m

ch(D) (1) (Iy © Om)p(t) + XD o= Cut D

J7
(55)
DRI, mr e R SO
i ; 1 91 |A|| VG
i~ 1 2 G 1“( )
Hop G =ch(t)p" () (In ® Om)p(t) +
X e_()‘H_ L Y = maxmeD{AmaX(OM)}
2) # || Al = 0, A
S 0. |E)] <C (57)
z=1
HEA:
Za k()] < Ot —tL) (58)
gh4y (53) A1 (55) 15 Hi:
Y(C(t—1t,))* > G (59)
DR, AT T s
, G
thy —th > C\\FF (60)

g5 b, PRI O b A IBEIME KT 0, AR S
TZWATA. a

3 {HFELW

FREH 1 NUT AN 5 N PRI R RO 2 R RE
R R G, HAl S RN SRR U R 1 B8 %2
RERBEIEANL S, HXRESHEEWNT: e =
0.25, p=3, Ay =0.80, A2 =1.00, »=0.10, 6, =
0.80, #; = 0.15, 63 = 0.05, by = 0.01, T5, = 0.50 s, ¢
=0.80, t;1 = 0.80, to =0.90, ¢3 =0.30, ¢4 = 0.30, ¢5
= 1.30, 11 = 0.50, 723 = 0.35, 133 = 0.45.

A [ 52 1.0 [ -2 0

Sl 01 —44 B 0 —04
_ T T
2.1 1.0 1.0
B = M= ,E=
1.1 1.0 1.0
404+ Ay ? ?
? 7 —1.84 Ass

Z R AR RGNEE N INMER 1 =R M

A [EBEHLYIHe.

BT ZIRAME B, HETAF BRSO B

[0 0 0 0

-1 1 0 0

Li=[ 0 0 1 -1 0

0 0 1 -1

i -1 0 0 1

[0 0 0 00

-1 1 0 00

Ly=[-1 0 1 00

0 0 -1 10

0 -1 0 01

b 1

it 3

Bl1  MASs #ih4hity
Fig.1 Topology corresponding to MASs
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0 0 0 0 0 e T e sk
-1 1 0 0 0 K4 FE 5 B TR RS (4) FPRES L.
Ly=] 0 -1 1 0 0 XFELRI A, FEMD R A HIGIRES 5 JE R GAFAE I T
0 0 0 1 -1 ZE5S, AR T AR SCHT IR B FA DR SRS AT A AR ]
0 0 -1 0 1

T E SR IEEE N O = diag{1,
1,0, 0, 0}, Cy=diag{l, 0,0, 0, 0}, C5 = diag{l,
0,1, 0, 0}.

MR e 2 2, A DAHE S o SR Al R R R 3 25
FEDA N H G N 3 R

Ky =[ —0.0770 0.0419 |
Ky=[ —0.0892 0.0485 |
K3 =[ —0.0654 0.0355 |
. _ [ 00844 —0.0052 ]
"7 -0.0052  0.0792 |
o, — | 01125 —0.0082 ]
>~ | —0.0082  0.1038 |
O — [ 0.0605 —0.0044 ]
7| —0.0044  0.0558 |

v11 = 90, V12 = V13 = V14 = U15 = 10.0
V21 = 1.7, Voo = Vg3 — 1.7, Vg4 = VU5 = 1.5

R BRI R E N

w(0) =] -31 17], wi(0)=[ -21 10]"

w(0)=[25 —27]", ws(0)=[ 23 1.5]"

wi(0)=[21 -17]", ws(0)=[ 15 1.5]"
NESH xa(t) MATIRERE N x1(0) =170,

x2(0) =60, x3(0) =65, x4(0) =55, x5(0) =50.

R BRI EANTBCGE MR E N 0.5, By
D(6:(t))~ FELRVERREL f(w;(t), t) FIMBEREAL P(t) i
ARUTF:

9(6:(t)) = [

tanh(0.016;(t))
—tanh(0.016,(t))

flws(t), t) = [ 0.1 cos(w;(t)) ]

—0.1sin(w; (1))

t<8s
8s<t<20s

K2 FIE 3 245 T A48 (3) KIARESHIE. ¢ = 8
s I PAAT A% Hh DLk Rae, o I 47 ) 4 36 3 I e i
M S, 0] T R R B AR RE I, i R g

BIREE R

2
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