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Enhancing Adversarial Robustness of Deep Learning-based Soft Sensors: A Defense

Method Integrating Adversarial Training and Attack Detection

GUO Run-Yuan' LI An-Lun' LIU Han' ZHANG You-Min> LIU Ding'

Abstract Deep learning-based soft sensors (DLSS) effectively measure critical variables in complex industrial pro-
cesses. However, DLSS models are highly vulnerable to imperceptible adversarial attacks that generate misleading
outputs and endanger production safety. Existing adversarial detectors poorly identify small perturbation adversari-
al samples (SPAS), and adversarial training defense methods still widely suffer from adversarial robustness overfit-
ting. To tackle these issues, an adversarial training and attack detection integration (ATADI) defense method is
proposed. First, it theoretically proves that SPAS-only adversarial training better mitigates such overfitting.
Second, on this basis, a SPAS-based feature-anchored adversarial training (FAAT) scheme, namely SPAS-FAAT, is
proposed. In ATADI, the detector only targets large perturbation adversarial samples (LPAS) to avoid SPAS detec-
tion difficulties during defense, while SPAS are directly fed into SPAS-FAAT-enhanced DLSS to obtain the final
soft sensing results. Finally, experiments are conducted on an adversarial attack-defense case of rotor thermal de-
formation soft sensing: Structural ablation results verify that the integration of adversarial training and attack de-
tection serves as an effective defense means for DLSS. LPAS from various adversarial attacks are detected with over
98.42% accuracy, and SPAS-FAAT-enhanced DLSS achieves satisfactory accuracy in the soft sensing results for
both SPAS and normal samples. The ATADI method significantly improves DLSS adversarial robustness, provid-
ing a new avenue for adversarial defense method research.
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Table 1  Detection results of the BCD detector for
LPAS generated by four types of attacks (%)

DU FIIRIN Accuracy Precision Recall
IDAO 99.63 98.95 99.45
HGAA 98.76 97.55 98.30
KGAA 99.21 98.40 98.95

KAGAN 98.42 97.10 97.95
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Fig.6  Adversarial robustness prediction curves of the
DLSS under KGAA attacks after implementing the
adversarial defense (SPAS input)
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Table 2 DLSS adversarial robustness test metrics under
four different adversarial attacks (SPAS input)

o MAE

Wk DLSSspas ranT DLSSoriginat DLSSsy
TAY 0.0282 0.0421 0.0391
PN 0.0197 0.0415 0.0310
ThoAS 0.0136 0.0446 0.0267
TEAGAN 0.0263 0.0375 0.0287
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Table 3 DLSS adversarial robustness test metrics under
four different adversarial attacks (normal sample input)
. MAE
HRFEA DLSSspaAs.FAAT DLSSoriginat DLSSsaT
zIDAO 0.0386 0.0391 0.0410
ZROAA 0.0349 0.0341 0.0361
Z1TGAA 0.0338 0.0329 0.0358
it 0.0328 0.0326 0.0349

normal
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