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A Transferable Adversarial Patch Generation Method for Object Detection
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Abstract With the widespread deployment of object detection models in real-world applications, their security is-
sues have increasingly become a research focus. Adversarial attack techniques, by carefully designing adversarial
patches, can effectively induce models to produce erroneous predictions, thereby revealing the inherent vulnerabilit-
ies of deep neural networks in the decision-making process. To enhance the transferability of adversarial patches
across different detectors, most existing methods rely on static weight fusion strategies for joint optimization.
However, such approaches struggle to fully reconcile the discrepancies in vulnerability distributions and optimiza-
tion dynamics among detectors, leading to imbalanced attack effectiveness across models and significantly limiting
the transferability. To address this challenge, this paper proposes a transferable adversarial patch generation frame-
work based on a multi-task dynamic reweighting mechanism. The framework introduces a global correction factor
and a local correction factor, which dynamically adjust task weights from two perspectives: The overall optimiza-
tion progress among tasks and the fine-grained convergence behavior of individual tasks. This design enables better
coordination and improved robustness during multi-model joint optimization. Extensive experiments in both the di-
gital and physical domains demonstrate that the proposed method significantly enhances the adversarial transferab-
ility of patches across various object detectors and achieves strong attack performance in deployments under real-
world physical domain.
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Table 1  Quantitative comparison of attack performance on the InriaPerson dataset (%)
Jy i YOLOv2Z  YOLOv3  YOLOv3-tiny ~ YOLOv4  YOLOvwd-tiny  Faster RCNN  DETR
(Py) Ours-YOLOv2 2.68 22.51 8.74 12.89 4.74 39.41 22.05
(Py) Ours-YOLOv3 36.47 15.07 66.20 44.39 39.85 57.38 38.84
(P3) Ours-YOLOv3-tiny 57.61 67.81 6.79 58.74 44.45 64.52 46.97
(P,) Ours-YOLOv4 28.33 31.71 44.35 4.37 30.74 44.11 33.14
(Ps) Ours-YOLOv4-tiny 58.46 63.11 44.23 51.15 9.88 70.18 46.86
(Pgs) Ours-Faster R-CNN 7.55 7.09 10.27 10.89 10.18 18.47 18.19
(P;) Ours-Ensemble-sum 12.27 14.98 43.70 16.49 27.10 41.35 38.89
(Pg) Ours-Ensemble-reweight 5.90 1.86 3.01 3.94 0.81 15.38 8.89
(Py) Gray Patch 72.66 74.17 67.52 66.52 60.93 61.54 52.86
(Pyy) White Patch 69.63 74.93 66.45 72.48 65.13 65.40 46.52
(Py;) Random Noise 75.03 73.75 78.91 76.71 76.66 73.00 51.18
(Py3) UPC-YOLOv2 48.62 54.40 63.82 64.21 63.03 61.87 47.58
(Py3) DAP-YOLOV3 35.66 30.48 47.36 37.11 39.33 62.30 40.74
(Py3) DAP-YOLOv3-tiny 59.19 58.73 6.99 41.62 30.42 70.43 48.41
(P4) DAP-YOLOV4 25.40 45.22 46.73 24.27 51.33 55.05 39.59
(P15) DAP-YOLOvV4-tiny 23.90 47.54 23.08 50.62 12.99 60.00 37.08
(Pys) NAP-YOLOv2 12.06 43.05 32.12 50.56 39.47 52.54 41.78
(P1g) NAP-YOLOvV3 56.67 34.93 41.46 56.29 53.59 61.78 43.17
(Py9) NAP-YOLOv3-tiny 31.61 28.81 10.02 65.13 31.62 55.08 35.17
(Pyy) NAP-YOLOv4 44.27 56.59 56.61 22.63 58.23 59.42 44.76
(Py1) NAP-YOLOv4-tiny 34.68 37.79 21.69 46.80 23.70 59.97 37.78
(Pyy) NAP-Faster R-CNN 28.26 39.05 37.06 51.46 28.68 42.47 45.09

W AE N RRAE H, YOLOv3-tiny A1 YOLOv4-tiny 73 %35 3 YOLOv3t A1 YOLOv4t, Faster R-CNN &5 5 FRCNN, Ensemble-reweight

F1 Ensemble-sum 435l i 5 4 Ense.-rewe. Fl Ense.-sum.

K 5

Adversarial patches generated by various methods on the InriaPerson dataset
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Qualitative comparison of attack performance on the InriaPerson dataset
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#* 2 1 COCO-Person $#E4E L HIE R ILE (%)

Table 2 Quantitative comparison on the
COCO-Person dataset (%)

777k YOLOv2 YOLOv3 YOLOv3t YOLOv4 YOLOv4t FRCNN

EOREIZ 741 3092 1282 1522 1740 27.13

OwsEnse- o0 9513 9743 2382 2787 4087
sum

OusEnse- g0 609 1102 1101 1479 2417

rewe.

# 3 f£ CCTV-Person H#fi4E LI e & LILER (%)

Table 3  Quantitative comparison on the
CCTV-Person dataset (%)

% YOLOv2 YOLOv3 YOLOv3t YOLOv4 YOLOv4t FRCNN

BTN 082 814 443 043 595 1716

Ours-Ense.- 9.41 7.42 39.20 2.60 21.76 37.89
sum

Ours-Ense.- 2.89 0.50 2.88 0.26 4.00 12.20

rewe.
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Fig.8 Qualitative comparison on the COCO-Person and CCTV-Person datasets

x4 THESERTE R (%)
Table 4 Quantitative comparison of
ablation experiments (%)

® 5 WP R R I R E B (%)
Table 5  Quantitative evaluation of attack performance
under typical defense models (%)

Ty YOLOv2YOLOv3YOLOv3tYOLOv4YOLOv4tFRCNN
Only with g 19.36  18.05 34.99 24.87 27.69  38.37
Only with (* 10.98  19.46 41.58 21.98 16.47  42.37

OusEnse- oo 186 301 394 681 1538

rewe.

Tk Ours-FRCNN Ours-Ense.-sum  Ours-Ense.-rewe.
No 18.47 41.35 15.38
defense
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Fig.9 Qualitative comparison with DAS method on car targets
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Table 7 Quantitative comparison of attack performance on physical-domain videos (%)

J7ik YOLOv2 YOLOv3 YOLOv3t YOLOv4 YOLOv4t FRCNN
Ours-Ense.-sum 49.62 33.56 47.32 34.00 48.16 33.60
Ours-Ense.-rewe. 32.94 17.70 19.55 22.60 35.10 16.78

A 16.68 | 15.86 | 27.77 | 11.40 | 13.06 | 16.82 |
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