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Modeling of Industrial Control Network Situation Awareness With
Particle Filtering
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Abstract Particle filtering (PF) algorithm can estimate the states of industrial control systems, which are non-linear
and have non-Gaussian noises. However, when using classical particle filtering state estimation to detect continuous
attacks, it is shown that the false negative rate is too high to ensure the security of the system. Therefore, a situation
perception algorithm by means of particle filtering input estimation is proposed to improve the effectiveness of the classical
algorithm. Considering the relationship between system input and output and combining Monte-Carlo simulation, the
proposed algorithm can extract industrial control system situation features, calculate situation metrics and realize the
situation perception. Experimental results indicate that the proposed algorithm can recognize continuous attacks and

judge the system situation effectively.
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