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Industrial Control System Devices Security Assessment with
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Abstract
of attack on industrial control systems (ICS) devices using expert experience. So a quantitative assessment is proposed

In security assessment of industrial control systems, it is considered too subjective to evaluate the possibility

for the possibility of attack on ICS devices. The weight of ICS devices depends on two factors, the severity of damage
to the system and the time of anomaly detection after the devices being attacked. Thus, a record is made to keep both
the variation of critical system parameters and the time when the anomaly is detected after the same attack against each
device is launched in the industrial control system. This record is regarded as the quantitative parameter. Moreover, a
quantitative method with multi-objective decision is proposed, meanwhile the possibility of each device’s being attacked is
then obtained. At last, the Tennessee-Eastman process (TEP) is set as an example to verify the feasibility of the method,

and get the quantitative result of the possibility of attack on ICS devices.
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Fig.1 Reactor control system
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Table 1  Quantitative evaluation table
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PHERS . IARDL 7 B Es AR, dh T 8 Fhplir:
A, B, C, D, E, F, G M H; Gt RIS 41 4~
A 12 MR R, W2 AR ZHIERR
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Table 2  Process operating constraints
AR IEHARAERR ] LR BRI
TR R TR ER
RS (kPa) I 2895 % 3000
SPAL (m3)  50% (11.8) 100% (21.3) 2.0 (24.0)
KRELE (°C) I 150 *£ 175
Iy B ARAL (m®) 30% (3.3) 100% (9.0) 11.8 12.0

VUSSR (m?)  30% (3.5) 100% (6.6) 1.0 8.0

PEAR SRR VPG TS 75 B & % s Wiy
Je B BBURS T 2 AR (R AR AR WA R VRl AR vE, AR
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J& ) S B A P R P e B 3 ORI TS B, A
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HR 4t 38 5 1) T 2R hs, &BEF 5K 1AL
P AR B AR SO NI B ok 45 B % AR s S
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Fig.2 Reactor control system
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X a(k), Wik (23) Pros, UL BT $5 50 (14
difi T, BN TURBER Y, WAL

0, t<5h
a(k) =4 ",
+e', t>5h

W5, AERH BRI LT, JE4T TEP (710 R
i, WEIE R AT I R IECRAE, 160 PCA Ryl i
Gt IRIT, 52U ER b AR 0 B
2 D [ B AL
REPS BRGNP 5 P BRI 6 AU AT R,
Tt B — A B, S34h 5 AR AR LI
7Ty 25 29 1 e £ 38 ), 4950 1) 3
I 4 FURIO%: R 18 3 407 KN AR ) i 1
AL, B 4 F PCA RIS R, Bk ity
100 /MR A4 Th, B2k Bk B, Zeit
R HE L M5 R R, 81 T e,

HEHR RLALVPHIZE 11 B 26T 6 B 4 ity T 0%
WA, AR 3 PR ISR . R
3R TR I AR L [ s
2RI R R A RIS
AA Ay Ags Ass Ay Ass Ag.

%3, JE . REERRE R HF T %
VR SPE SR, 2GR, Wk <~

(23)

AR5 BRI XA I I ok A, B 100
ANRAE A The ARGEACTE &AL vH 57 i B9,
FATIRYER 3 n] DAAG RGP R.

[ 0.4115 0.3888 0.6079 0.5062 ]
0.4115 0.3888 1.0000 0.4342
R 0.4115 0.3888 1.0000 0.3618
0.4115 0.3888 0.6296 0.4993
0.4184 0.4462 0.3126 0.2750
0.3841 0.4430 0.3691 0.3148
Table 3 Experiment results
B SANAG SN AR I i) G I 1)
41 (kPa) HEE (°C) T? 5% SPE ¥
A, 3000 122 1400 1400
Ao 3000 122 - 1200
Az 3000 122 - 1000
Ay 3000 122 1450 1380
As 3050 140 720 760
Ag 2800 139 850 870
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3000 30
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é 2 900 201
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& 2850k L5f
2800 10_] T r ,,,,,, I"Mn .
Tl
2 750() 2 6 . 8 10 12 14
Time /h 0 . . , | . .
(a) RMHIES 0 200 400 600 800 1000 1200 1400
(a) Pressure of reactor (b) SPE Ziil{H
121.94 (b) SPE statistical value
121.93 4 SPE %u T2 gﬁlfl‘ﬁ TE iif%T%/fmﬁ
Fig.4 SPE and T? statistical value
121.92
umw S YrANR GRS L) AN NI ;-2 1 B2 2 f Rl
o WIS H TR, A, L)
8 P N A5 BRSO 1) D B, BRI sy AR AR A AR 0
121.89 L MPPAARER. LK, o T R AR S, T
121.88 TEP SN AP A 5 B A7 il 4 A8, AR T A,
ol 5P 102 LR 2 A 597 T OISR, B
U B2 TR AR A D0 e = Hh B AN LI VR AR bR, &5
121.86 0 5 4 6 g 10 12 14 J:, KINE/&E@E%‘&‘@W@?’U w.
Time /h

(b) SRkl g

(b) Temperature of reactor

K3 S2Bedi)a SRONit s it BE Az Ak

Fig.3 Pressure and temperature condition of reactor
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0
0 200 400 600 800
(a) T? St

(a) T? statistical value

=

]
1200

1 O()O 1400

0.25

A= (12) o] LUS 2B Ye b BE Vo4

[ 0.1646
0.1646
0.1646
0.1646
0.1674

| 0.1536

0.0389 0.1520 0.1266 |
0.0389 0.2500 0.1086
0.0389 0.2500 0.0905
0.0389 0.1574 0.1248
0.0446 0.0782 0.0688
0.0443 0.0923 0.0787

MHERE ViR R B TR bR e KB ALY v
S IR S IME K v

= (0.1674, 0.0446, 0.25, 0.1266)

, IR

~ =(0.1536,0.0389,0.0782,0.0688)
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