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Resilient Event-triggered Control of Grid Cyber-physical Systems
Against Cyber Attack
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Abstract In this paper, the electric vehicles (EVs) are integrated into the smart grid, a class of representative cyber-
physical systems (CPS), and can participate into the load frequency control (LFC) to promptly suppress the variations of
system disturbances. In the case of denial-of-service (DoS) attacks, a resilient event-triggering scheme is proposed to allow
the system to tolerate data loss caused by the attacks. At the same time, the PI-type static output feedback controller
input is updated only when necessary so that the communication burden is reduced. For the established closed-loop
time-delay system model, the new Lyapunov functional is constructed to analyze the stability and derive the maximum
DoS attack duration, meanwhile the controller gain and the resilient event-triggering matrix are jointly designed. Finally,
the effectiveness of the proposed method is verified through multi-area power system simulation.
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Table 1  Parameters of power CPS LFC model including
EV aggregators (i =1,2,--- ,n)
RIS PR L
Parameter notations Physical meanings
M; U R
Inertia constant
D; k= EVER
Load-damping constant
Ty T A I 1) 7 4
Time constant of governor
Te; TAFEHLE ] 5L
Time constant of turbine
T T R K
Time constant of reheat
Fy MRS
Fraction of total turbine power
R; i30S
Speed droop
Bi LIESTE-F3 14
Frequency bias factor
Kpvi LRI ¢
Battery coefficient
Tevi FEL T o i) 5
Time constant of battery
T BREx R mI R
Synchronizing coefficient of tie-line
Afi LB TR
Deviation of frequency
APyje—; IR LRI DI AT

Power transfer of tie-line
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4 fhEREH

AATRATREEE 3 15 P AH R G518 Y T =4
LFEC &6l &g, Bk BTt i sk = ok il AL il
AR, AR I A G . A Rk e
S il e AR ML 5 = ) R 48 LFC 5
—HEZLUNPE 1 i, o oAl e 2800 ik 2.
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F2 W EVs = LFC BilS8 (i = 1,2,3)
Table 2  Parameters of three-area LFC model including

EV aggregators (i = 1,2, 3)

24 Hfe
M; 10
D; 1.0
Tyi 0.1
T 0.3
Tri 10
Fy; 0.05
R; 0.05
Bi 21

Kgvi 1

Tevi 1

Ti; 0.026

4 h = 0.01, #hlgsi s Kp; = 0.2, K; = 0.2,
i=1,2,3, /BB ap = 0.9, oy = 0.1. 415E 3
JR, %5€ o Moo, BT 1 70 AFGE] DoS
ki e RAFEEIS 8] Taos HOTE. M RT DA SR
- figh % I AT PAZRF DoS Mg T v Al i 5 4 25
K, BUGHFFEMTE/NT Taos I, RERFFRE. 1L
Sh, B4E o My I, WRTDASKE o (. AR
3 HLAEH, o MR, Taos BN, X2 o, BEK,
F1H b AR R R AR O, TR PR UE R GEFR E 1Y
THOLT, Free fLiFn DoS ki s R 2 2% &k

/I, LR GE e K 32 ) e R BGI R AL IR TR 1. =4
o =0, = 0.01 i, RGEMAKECN 389 WK, MR
SCHR [7—8] Frde 7 vk m] AR A S Koy 51 2 398
UCHT 457 WK, DR BE R DA H AR SCRITd 7 945 ] ARG 2]
SN AR, A AT LA BT

®3 HEARK o Mo, BRELEMAE T FILRREE
Ed‘]‘ﬁj Tdos H‘J{E

Table 3  Ta and Tqos for different o and o

0.1
0.01
2
0.02

0.1
0.03
1
0.01

0.3
0.01
4
0.04

0.3
0.03
2
0.02

0.5
0.01
5
0.05

0.5
0.03
3
0.03

0.5
0.05
2
0.02

g

Or

T™

Tdos

HEHTEM 2, 4% o, = 0.01 B}, f# ] Mat-
lab/LMI T HAH, w] DALR] I 21 425 il 25 386 25 A1
il A SRR AR :

238 —0.06 O 0 0 0
K = 0 0 238 =006 O 0
0 0 0 0 2.38 —0.06

0= diag{Ql, QQ, Q3}

B, ZRGERyma R 2 An P 2 iz, 1 Al DA
B ARG T RERS.

3.64 —172.49 —11.01 85.51 20.83 —35.07 —2.18
—172.49 34113.53 —477.46 —13091.96 —15595.51 —2455.89 133.46
—11.01 —477.46 2559.74 40074.27 —171.10 339.19 —5.25

Q, = 85.51 —13091.96 40074.27 992118.76 —1436 -215.22 -—-11.12 |, :=1,2,3

20.83 —15595.51 —171.10 —1436 8599 2037.21 —25.42

—35.07 —2455.89 339.19 —215.22 2037.21 1125.41 —2.55
i —2.18 133.46 —5.25 —11.12 —25.42 —2.55 7.96 ]
1 T T T
05)- |
Z oF
705, -
1 2 4 6 P 10 12 4 6 s 20
ISRl /s
(a) AR 28

(a) Frequency variation curve
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Fig.2 The curve of frequency variation and power transfer
5 z:lgl:iﬁ cation delays. IEEE Transactions on Industrial Electronics,
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