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Towards Automatic Smart-contract Codes Classification by Means of

Word Embedding Model and Transaction Information
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Abstract As an innovative extension of the blockchain technology, smart contract enables users to implement person-

alized logic. As such, blockchain technology becomes more simple and useful. However, due to the rapid increase of the

amount of smart contract codes, managing smart contract codes is becoming much more challenging. Automatic code

classifier, which rests on the machine learning methods, can automatically identify the categories of the codes so as to saves

a lot of human efforts. In this paper we investigate the smart contract codes of the Ethereum platform and propose a novel

smart contract code classifier. To the best of our knowledge, this is the first exploration on automatic classification of the

smart contract codes. The classifier is based on the word embedding model. Since each smart contract corresponds to a

series of transactions, we further utilize the transactions in the contract to understand the intrinsic logic of the contract.

Extensive experiments have verified the effectiveness of our proposed system.
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'A1����ó¿¢y
�«ã(���?§�ó. ^r�±|^ Ethereum Jø�?§�ó�?§�¸5¢y�5z��UÜ�. ±e´�UÜ����{ü~f:

T~Ǒ^ Ethereum �?§�ó Solidity ¤¢y����UÜ�. Ethereum kü«a.�âÒ, �«´ÊÏ�^râÒ, �«´�UÜ�éA�âÒ. z��âÒéAX��/�5��ù�âr. ÊÏ�^râÒP¹
^r¤k�À17�
(Ethereum ¥P¹À1 Ether �êþ), �UÜ�éA�âÒ�;X�UÜ���èÚêâ. ^r�âÒ�±uå�´5Mï���UÜ�âÒ¿�N^�UÜ��¼ê. �~¥¢y
{ü�êâ�;Ö�õU, 3ò��èÜÝ����UÜ��âÒ�, ^r�±ÏLuå�´5?Uêâ storedData�SN. �Â��´�, «¬ó3¤k!:þ$1�UÜ���è, �è$13 Ethereum J[Å
EVM þ, �ªò storedData SN�#. ^r®3
Ethereum þ¢y
Ý�!ûñ!Ý℄!iZ!���ä�õ«õ��A^. ��8, k�L 200 «�UÜ��A^$13 Ethereum �«¬óþ. �UÜ��/�k�L 118 0002 �.�X Ethereum ��UÜ�²��×�u�,«¬óþ�UÜ��è&E¯�O\. XÛ+n

1https://ethereum.org/
2https://etherscan.io/

Ú|��UÜ��èC��ä℄Ô5. ^rI�lõ«õ���UÜ�¥ÀJgCI��ÑÖ. 
���UÜ�êþ��<ó/�ÀJ�UÜ�C�Ø2�U. �è©aXÚU
�â�è�©�&EgÄ©�Oa, ;�<óIP°þ�UÜ��ã��m¤�, k|uÜ��è�©a|��+n. ,, DÚ��{, 'X�C�©aì[3]!È���d©a[4]!ûüä[5] �©�©a�{Äu<ó½��AÆ5¢y�è©a, ù���{�3ü�¯K:

1) <ó½��AÆØU¢yª+��©a, 3��+�¥ÀJ�AÆØUA^u,��+�; 2) <ó½��AÆ'X TF-IDF (Term frequency-inverse

document frequency) �3XAÆDÕ�¯K, AÆDÕKǑ
©a�J�J,.±i\�.[6] Ǒ�L� ²�ä�{k�/)û
þãü�¯K. i\�.�±;�<óÀJAÆ�(J, �±l©��þe©¥J�Ñk��AÆ, ù
AÆ´È��, �¹
��Â&E.¿�®²3Åì�È[7]!'XÄ�[8] �+�¥��
�ÑÙ��.�5U. �ui\�.�`û5U, �©JÑ�«Äui\�.��UÜ��è©aXÚ, �â�UÜ���è&E, ·�ò�è¥�z��ÑN�¤�Â�m��þ. �þLy
þe©��/AÆ, Ǒ
Ó¼�è��ÛAÆ, ·�ò�þÑ\��á�PÁ�ä¥, ¿�ª)¤���þ5�L���è. Ó�, z���UÜ�/�Ñ'éX�X���´, ù
�´�«
�UÜ��Ü61Ǒ. ÏL|Ü�è�Â�þ�'é��´&E, ·��XÚ�±gÄò�è8aǑÝ℄!iZ!��!XÚA^�aO. Ǒ
ïþXÚ�5U, ·�Â8
 Ethereum þ��UÜ�, ¿^
Precision, Recall, F1 �Ï^�Iþ�È���dÚ|±�þÅü«ÄO�{'�, ÿÁ(Jw«TXÚ��
²w`uÈ���dÚ|±�þÅ5U��J. ,	, ·�|^�XÚ¢y
���UÜ�©aèAìÚgÄu¢XÚ, �B
^r¼�k^��UÜ�.�©��z�o(Ǒ±en::

1) �©ÄgJÑ
^gÄ�è©a5é�UÜ�?1+n, ÏLé�è©a, ^r�±¯�/é�gCI��ÑÖ.

2) ·�JÑ
�«Äui\�.Ú�UÜ��´&E�gÄ©aXÚ.

3)Ǒ
�yXÚ�5U, ·�Â8
 Ethereumþ��UÜ�, ¿IP
�è�aO. ¢�(Jw«XÚ��
�ÑÄO�{�©a�J�©�|�(�SüXe: ·�Äk31 1 !¥0��©�'�ó�; Ùg, 31 2 !ÚÑ�©�
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1 �'ó�«¬óEâò�´P¹3úmâ�, ¤k�´´úm�¿�Ø�_. �X«¬óEâ�u�, ïÄö�m�
�X�'u«¬ó�êâ©Û���ïÄ. ©z [9] ©Û
'A1«¬ó�úmâ�, ÏLòú�/��,'A1Ø�âÒ&Eë�å5, Ué�´ãþ�ú�/�?1àa. ÏLàa, �öuy
Wikileak!FBI �^r�ú�/�, ¿�Ñ(Ø'A1¿Ø´��℄¶��´XÚ. ©z [10]þz©Û
'A1��´ã, uy'A1¥¤k��.�´Ñ� 2010  11 ���)�´k�Ø�©�'X. �öÓ�©Û
'A1^rXÛÏL=â5¢y℄¶, �öuy'A1^rk 5 «~^�¢y℄¶��´�ª. ©z [11] ^��d£85ýÿ\�À1�d�, ¿ÜÝXÚ�¢SA^¥, 3 60U��´L§¥��
Â�����J. ©z [12]ÏL©Ûo(�UÜ�¡��S�¯K, JÑ
�m�6!̂ S�6�É~?nn«~���è¯K.ÏL¢�uy��õ��UÜ��è�3þã¯K,¿^ÎÒ�15£On«¯K, 3¢�êâ8þ��
���ýÿO(Ç. ©z [13] ©Û
'A1�´¥0�ºx. �ö�l
 40 �'A1�´²�,uy 18 �®²'4. �u'A1�´¥0�ºx5, �ö^ºx�.5Jýÿ'A1�´²��ºx. ©z [14] ©Û
 Ethereum �UÜ�m�N^'X, ¿é�UÜ�àa. ©z [15] �Àz
«¬óþ��´P¹. z��!:�L��P¹, z�^>L«'A1l�^P¹6�,�^P¹. ÏLù��©Û, �±�÷�´�m�'é'X.�©JÑ��UÜ�©a+n¯K�©�©a¯K���'. ÏǑ�L 80 % �&E´±©�/ª���, ©�©a3 Internet &E?n�¡k2��A^¿kã��û�d3d�. ©�©aò©�©a¤ýk½Â��aO. ©�©a���¹±eAÚ:

1) ý?n: ©!��^ (Stopwords)!5I5!éfuÿ�.

2) AÆJ�: J�AÆ!�{AÆ!�ÂAÆ�.

3) ýÿ: ^©aì?1ýÿ.

4) �.µ�: Ï~^ð£Ç (Recall), °(Ý
(Precision) �?1�.µ�.©z [16] nã
©�©a�?�. ��8, k

��õ�±ÚOÅìÆSǑÄ:�©�©a�{�JÑ. Ù¥, ;.�k Rocchio ©aì[17]!�C�©aì[3]!È���d©a[4]!ûüä[5]!)¤VÇ�.[18]!����.[19] ��þ�m�. (Vector

space model, VSM)[20]. ±þ�.I�®IP�Ôöêâ85ÔöÆS, ¿3u�8þÿÁ�{�5U. �þ�m�.´�«k��©�©a�., ¿��2�A^u&Eu¢!üS�. �þ�m�.ÏL©ò©�L«¤�þ¿^ TF-IDF �\�Å�5ïþ�. �´, �þ�m�.�{?n�õÂ!ÓÂ��¹. Ǒ
)û�þ�m�.�¯K, Nõ�öU?
 TF-IDF �\�Å�, 'X©z [21−22]. �´, ù
�{E,�3AÆJ�ØUª+�, AÆDÕ�¯K.�X ²�äEâ�u�, �Ý ²�ä[23] ¤Ǒ�«k�!Ï^/J�AÆ�?1ýÿ��..  ²�ä�.Ǒ�A^�©�©aXÚ. ©z [24] JÑ
�«Äuõ�g ²�ä�.�©�©aXÚ.©z [25] JÑ
�«#�©a;��ï�{¿^ ²�ä5?1©�©aýÿ.©���Â&E�±ÏL©ÙªL«�{5ï�. ©ÙªL«�{�±gÄJ�©�AÆ, AÆ´È��, ¿��±k�/L«��Â. ÏL ²�ä5ÆS©Ùª�L«�{Äkd©z [26]JÑ. �yJÑ
�«�á��©ÙªL«�{: Word2Vec[6]. Word2Vec ÏL Skip-gram �.5|^�þe©&E¿�^Kæ�!�gz�
Softmax £85\¯Ôö�Ý. ©z [27] ^V�5£8�.5|Üd3�Â©Û� Word2Vec. |^��'éÝ
, �{�±k�/)¤��Â�þ. Äuù
�., z��½öá��±L«¤���Â�þ. �þ�{u�q5�±�N��m��q5. ±Word2Vec ǑÄ:, ©z [28] ?�Úò©�ǑL«¤���Â�þ¿�3�a©Ûêâ8þ��
���(J.Äu±þù
ó�, 3�©¥, ·�JÑ�«Äui\�.��´&E��UÜ��è©aXÚ.Äu�è÷+²� Github � Ethereum «¬óèAì3, XÚ3<óIP�êâ8þ��
�ÑDÚ�{�©a5U.

2 ¯K½ÂÑ\���UÜ��êâ8 {Di, yi}, Ù¥ DiǑ���UÜ�, yi ∈ {C1, C2, · · · }. {C1, C2, · · · }Ǒý½Â��aI\8Ü. 8I´ÆS��N�¼
3https://etherchain.org/
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òÑ\����UÜ� Di, N��§¤éA��(�aI\ yi. �©^���UÜ��g Ethereum «¬ó.ù�¯K�℄ÔÌ�3u±eA��¡:

1) ÏǑ"�IPêâ8, XÛ5IP�UÜ��aI\´��℄Ô, <ó�Ö�è¿IP�~�Ñ�m.

2) �UÜ�©a«Ou����è©a. �UÜ�´éy¢)¹¥�«äkE,Ü6�I��Ä�. 3 Ethereum ¥, z��UÜ������âr. ã 1 £ã
 Ethereum «¬ó�(�, z�«¬^MF��ªó�¤ó, z��«¬k�� State

Root �, ^r�âÒ��UÜ��âÒ^ Merkleä�/ª�;å5. �UÜ�ârk§�{�!�'��´!�è!�;�. Ïd, �|^�UÜ���è&Eò¿�'u�UÜ���&E.

3) �UÜ���è�m�±p�N^, p�N^��è�m3õUþkÆÓ�^, Ïd§��aOǑk�½��q5, XÛ)Û�UÜ��è�m�'X´��℄Ô.�u±þù
℄Ô, 3�©¥, ·�ò|^i\�.��'��´&E5ýÿ�UÜ��aO.3e�!¥, ·�ò�ÑXÚ�µe.

3 XÚµe�é�UÜ��¹�è�Ù��´&E, ·�ÏL(Ü�UÜ���è��´&E5�����©a�J.XXÚµeã 2 ¤«, Ñ\���UÜ�, Ǒ
)ûAÆDÕ�¯K, ·�Äkò�UÜ��¥�z��N�¤��i\�þ. Ǒ
���è�

�Û&E, ·�æ^
�á�PÁ�ä5)¤�è��þL«. ·�òi\�þ^SÑ\��á�PÁ�ä�¥, �á�PÁ�ä�±k�/PÁ�©&E, |Ü©Ú��&E, �ª)¤���Û��è�þL«.²L±þÚ½��, �UÜ���è�=�¤
���Â�þ V . Ü��è�'��´%¹
�UÜ��1Ǒ&E. 'X��ç���UÜ�, ë�öÏL�UÜ��Ù5¼ê5e5, Ù5��´ò�¹XÙ5ö=â�&E�. ç�(å�, �UÜ�¬uå�´òø7=â�¼øö. Ïd, �UÜ��'��´�±�N�UÜ��SÜÜ6. ÏL©Û�UÜ�'é�´�&E, ·�J�Ñ�´AÆ�þ T = {t1, t2, · · · }.·�Ǒ
|ÜAÆ�þ T Ú�è��Â�þ
V �&E, Äkòü�ë�¤���þ, ,�òù��þÑ\�" ²�ä¥ (Feedforward neural

network, FNN). Ǒ
Ó¼��5�AÆ'X, ·���
��Ûõ�, �ªd Softmax �ÑÑz�aI\ {C1, C2, · · · } �VÇ, ¤k�VÇ�\Ǒ�. ·��Ù¥VÇ���aI\�Ǒù��UÜ��I\. 3e�!¥, ·�ò�[0�XÚµe���Ü©.

4 �{L§
4.1 �èý?n3�©¥, ·�æ^�è�èØ´?È���?��è/ª, �ÏÌ�k:

1) è�'��?��èk����Ö5!�)º5!�´u©ÑaO.

ã 1 Ethereum «¬ó
Fig. 1 Ethereum blockchain
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ã 2 XÚµe
Fig. 2 System architecture

2) èk�´L�L«Uå, Xêâa.!É~?n!�¯���.

3) è�¥�¹XCþ¶�&E, Cþ¶�A
�UÜ�õU�&E, 'X'uç���UÜ��U^ ‘Lottery’ �Ǒ¶i, =�¤�?���Cþ¶&E¬¿�.3���UÜ��è�, ÏǑ�UÜ��m�±p�N^, ���UÜ��õUI�,���UÜ�5�Ü�¤, ÏdkN^'X��UÜ��mõUþk�½�éX. Ǒ
Ó¼�UÜ�m�éX, 3ý?n�L§¥, XJ���UÜ�N^
,���UÜ��¼ê, ·�ò�N^�¼ê*¿�N^¼ê�éA �. 3ò�è©�, �è�z���^S/Ñ\� ²�ä¥.

4.2 �è�Â�þ)¤3ý?n�UÜ���è�, ·�òÏL ²�ä)¤�è��Â�þ. �Â�þ´n)©�Ú?1&Eu¢��«��ã, �����.ØAT�Ó¼L¡�i/�éf�{(�, �AU
uyéf.���Â�q5.  ²�ä´�«�~���þ��þN���ª, �±(¹/��ÑÑ�þ���. Ïd·�ÀJ^ ²�ä5)¤�UÜ��è��Â�þ.éz�°�è, ·��±ò§w¤���S� {w1, w2, · · · }. Äk3i\�¥, ·�òz�� wi N�¤��È�� 300 ��i\�þ. ,�òù
i\�þ^SÑ\��á�PÁ�.¥.

�á�PÁ�. (Long short term memory,

LSTM)[29] 3g,�ó?n¥��
â»5�?�,'XÅì�È[30], ín�½U«'X[31] �. 3Åì�È[30] ¥, LSTM �±ò=©éf?è¤�¹X�Â��þ, ,�,�� LSTM �±òù��Â�þ)è���È��ó, 'X¥©. 3©z [31] ¥, �ö^ü� LSTM 5íä�½U«'X. L�J�éf�?è¤���Â�þ, b�éf±Jéf��Â�þǑÑ\, �äü�éf (Jéf!b�éf) ´Äk�½U«�'X. �á�PÁ�.�y²�±Ó¼Ñ\���PÁ, Ïd�±^5uyÑ\�SÜ(���6'X. ¿��á�PÁ�.�±é�/?nC��Ñ\. ÏL LSTM 5)¤éf�L«�DÚ�Äu��.[32] ��{´��ØÓ�. 3��.�L«�{¥, z��éfUì´ÄÑy��ªÇòéf=�¤���þ, z���Ý�L� TF-IDF ���. ��.¿vk�Ä��m��6'X�. LSTM )¤�éfL«Ó¼
éf��6(�Ú��m��qÝ, Ïd�±��/L«éf��Â. Ïd, 3�©¥, ·�æ^�á�PÁ�.5òÑ\�èN�¤�Â�þ, ù��þ�L
�è�Û�&E.3z�Ú, ��#�i\�þ�Ñ\��á�PÁ�.¥. �á�PÁ�.´�ÝÆS�.��«. §�Ì�g�´^S/?néf¥�z��, 3Ö�������, LSTM �ÑÑò©Ø ¤��È���þ, ù��þ���Ǒ´ u
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LSTM*�gÌ� ²�ä (Recurrent neural

network, RNN)[33], �½��Ñ\ xt ���ÑÑ
ht−1, Ì� ²�äO�Ñe��ÑÑ ht Ǒ

lt = Whxt (1)

ht = σ(Wlt + Wrht−1 + b) (2)Ù¥, W �Wr ´�.�ëê, b ´ �, lt ´Û¹G�. �+Ì� ²�ä�±òéf=�¤�A��þ/ª¿�3©z [34] ¥�y²´ã(���,�´Ì� ²�äduFÝ���y�C�3¢S¥J±`zÆS. �Ñ\S����, FÝ3��DÂ��ÿé¯C��Cu"��A�ØUÆS.

LSTM ÏL��&E�6\6Ñ5)ûFÝ���y�. ã 3 Ǒ LSTM ü��«¿ã. LSTMü�kn«a.����: Ñ\�!¢#� (Forget

gate) ÚÑÑ�. LSTM 3Ñ\���' RNN ��/Ó¼Ñ\��6'X. aqu RNN, LSTM ^S/�#Û¹G�. LSTM kPÁG� ct, Ñ\G�
it Ú¢#G� ft. �½Ñ\�þ xt, þ�ü��ÑÑ ht−1, þ�ü�G� ct−1, ü��ÑÑ ht O�Ǒ

it = σ(Wxixt + Whiht−1 + Wcict−1 + bi) (3)

ft = σ(Wxfxt + Whfht−1 + Wcfct−1 + bf ) (4)

ct = ftct−1 + ittanh(Wxcxt + Whcht−1 + bc) (5)

ot = σ(Wxoxt + Whoht−1 + Wcoct + bo) (6)

ht = ottanh(ct) (7)3þ¡�ªf¥, �X�� W Ý
Ú � bi,

bf , bc, bo Ǒ�ÆS�ëê, σ L« Sigmoid ¼ê.3Ñ\�����, ���ÑÑ�Ǒ�è��Â�þ, ù��þ�±Ó¼�è�þe©�Â&E, ¿�Ǒ�è�L«Ñ\����?n¥.���UÜ��è��þL«��, ·�ò�þL«��UÜ��´�&E|Üå5Ñ\�" ²�ä¥, �ª�ÑÑǑT�UÜ��è�U�aI\9ÙéAVÇ. 3e�!·�0�XÛ)¤�UÜ��'�´�&E.

4.3 �´&EJ�Xã 1 ¤«, Ethereum«¬óþ��
'u�UÜ�âÒ�¤k&E[35−36] . z���UÜ�âÒéAX�� 160  �/�, ÏL/��±��(½���UÜ�.3J�
�UÜ��è��Â�þ�, ·�ò|^�UÜ��'�´P¹9�´¤�)�âÒ&E5?�Úé�UÜ�ï�.

ã 3 LSTM ü�
Fig. 3 LSTM unit·�À^��UÜ�âÒ&EAÆ�):

1) �UÜ�ÚMïöâÒ{�: Ethereum âÒ{�±Wei Ǒü .

2) �UÜ�� Nonce: Nonce ´��Oêì,P¹XT�UÜ�´MïöMï�1A��UÜ�.

3) Mïö� Nonce: Mïö� Nonce P¹XMïö'é�´�êþ
4) ¤3«¬�¬Ò: �UÜ�âÒMï�¤3«¬�¬Ò½ö«¬pÝ.

5) �UÜ�ÚMïöâÒ� PageRank �: ·��ï
���´¹Äã, ã�!:´^râÒÚ�UÜ�âÒ, >^«¬ó«¬¥��´P¹5�ï, 'XâÒ A =â�âÒ B, K\�^l A � B�>. ÏLO�ãþ��!:� PageRank �5ïþ!:3 Ethereum «¬óþ��5Ú�´�¹�§Ý.��^râÒ�±é�UÜ�âÒuåü«'é�´, 1�«´Mï��#��UÜ�âÒ, 1�«´N^�UÜ�½Â�¼ê. ·�æ^�'é�´&EAÆ�):

1) �´£ã5ÚO: 'é�´�oêþ!'é�´7��²þ�Ú��!'é�´�´¤�²þ�Ú��!'é�´�´¤�²þ¤Ç (Gas price).

2) 'é�´uåâÒ£ã5ÚO: âÒ²þ{�Ú��!âÒ²þuå�´ê8Ú��.
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3) �UÜ�k�uå�´: Ethereum #N�UÜ�uå#��´, 'X��ç��UÜ�¬uå�´=â�¼øö. XJkù���´, O��´�oêþ!²þê����; ÄK, Ǒ".

4) 'é�´�mZ: 'é�´uå�mZ��²þ����!���g�´åly3��m!���g�´åly3��m.

5) 'é�´N^��UÜ�¼ê: N^�UÜ�¼ê�êþ!N^�êþØ±�UÜ�¼ê�oê!N^ªÇ.3���UÜ��ù
AÆ�þ�, ·�òrù��þ��Â�þ|Üå5, ýÿ�ª�aI\VÇ.

4.4 aI\ýÿ3���UÜ���è�Â�þ V ��´&EAÆ�þ T �, ·�ë�ü��þ (V, T ), |Ü���þ�±����L�UÜ���'&E.|Ü���þ (V, T ) �Ǒ" ²�ä�Ñ\�, " ²�äk��Ûõ�, ����ǑÑÑ�, ÑÑaI\�VÇ, ÏdÑÑ�!:��ê�u
|{C1, C2, · · · }|, =aI\��ê. e¡�[0�z��.Ûõ�: 3�½Ñ\ (V, T ) e, Ûõ�?1
Xe=�:

α(Wh(V̇ , T ) + bh) (8)Ù¥, Wh ǑÛõ��ëêÝ
, α Ǒ-¹¼ê, bhǑ �. ·�3Ñ\�ÚÑÑ��m\��Ûõ��8�´#N·���.¼���5�©aUå.Ǒ
4 ²�äÆS�����5�ûü>.,��5� α ÀJk Sigmoid, tanh, ReLU (½ÂǑ
max(0, x)). -¹¼ê�ÀJ¬KǑ�.�Âñ�ÝÚ�`)�ÀJ. 3©z [37] ¥y²
 ReLU �5UwÍ�u,	ü«. Sigmoid Ú tanh 3�-¹�FÝ�Cu 0, Ïd���.ÆS�Ý�ú. Ïd3�©¥, ·�ÀJ ReLU �Ǒ-¹¼ê.ÑÑ�: 3��Ûõ��ÑÑ x �, Ǒ
���ÑÑ´��VÇ©Ù, ·�òÑÑD���
Softmax �¥. Softmax �O�����'uaI\�VÇ©Ù:

p(y = Cj|x) =
exTθj

∑
k
exTθk

(9)

θk ´1 k a���þ, Ǒ
��aI\ Cj �VÇ, ·�^∑
k
exTθk 58�z.��¼ê: 3��ÑÑ��VÇÑÑ�, Ǒ
ÆS�.�ëê, ·�^IO����¼ê5�Ǒ�

�¼ê:

L(p, q) = −
∑

k

p(y = Ck|x)logq(y = Ck) (10)VÇ©Ù p =ÑÑ��ÑÑ, VÇ©Ù q dÔöêâ {Di, yi} �I\û½, Ïdé��êâ: (Di, yi),3 yi þǑ 1, 3Ù��IǑ 0.�Kz: Ǒ, ²�äkr��5U5ÆSE,�ûü¼ê,  ²�ä3¥�.�êâ8þéN´L[Ü. �u Ethereum þ�UÜ��oêþE,��, ·�^ëê� l2 �5�)L[Ü�y�.·�Ó�^ Dropout[38] 5?nL[Ü�y�.

Dropout´�«k�/?n ²�äL[Ü��ª.ÏL�ï�
Ûõ�!:�ÑÑ, Dropout �±4�
ëê3Ôö��±ØC. Dropout �±�Ǒ´Cq/é�X��.�²þ[39] . ÏL�� Dropout�ëê, Dropout �±k�/��ëê�Cz.ÔöL§: �.�ëê^�ÅFÝeü5¼�FÝ, ^��DÂ5Ôö. Ǒ
Jp�.�Ôö�Ý, kNõ�ÅFÝeü�#5K�JÑ: Ada-

grad[40]!Adadelta[41]. Adadelta |^Ø�FÝ{¤P¹Ú��#P¹5�#FÝ, ;�<Ǒ��ØÜ·�ÆS�Ç, Ïd·�ÀJ Adadelta 5ÆS�.�ëê.Ôö�¤�, ·���
���±ýÿ�UÜ�aI\��.. ·�òÏL�X�¢�5�y§�5U.

5 ¢�(J�©Û
5.1 êâ8æ8�IPǑ
�y�.�5U, ·�I��ï���UÜ��êâ8. ·�æ^�«fI\��ª5IP�UÜ��êâ8.·�J�
 Ethereum  1 480 000 �«¬�¤k&E, «¬ó�&Ed EtherChain4 þ8�¼�. ·�Äkl«¬¥J�Ñ�¹��UÜ�, ,�IP�UÜ��aO.ÏLâÒ�aO�±��l«¬ó¥J��UÜ�, 21 214 ��UÜ��Â8. ù
�UÜ��{�\å5�Lnz� Ether, 8d��LnZ�{�. �UÜ��{�kwÍ��É, �NÑl Zipf{K. �k�� 10 % �âÒ¥k�L 1 Ether, âÒ�²þ Ether d�´ 4 612 {�. �UÜ��E,§ÝǑkwÍ�É, �UÜ��-�êþl 18 ^� 23 869 ^Ø�, ²þk 2 565 ^. ·�ò�´Ø¹��Úk?È�¯K��UÜ��Ø��, �{

4https://etherchain.org/
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ã 4 IP6§
Fig. 4 Mark process

11 176 ��UÜ�.e�Ú, ·�I�Ǒ�UÜ�V\aI\. <ó/�Ön)�è¿V\aI\�~/�Ñ�m.Ǒ
Jp�UÜ��IP�Ý, ·��O
Xã 4¤«�aI\IP6§. ·�e1
�è÷+²�
Github5 þ'u Ethereum �UÜ��ú��è¥;,�, ÏL�èiÎG�qÝ��, éÑ�qÝ�p��è, ÏL<ó5©Û�ª´Ä��; ��, ÏL�Ö README �&E¯�/IP�UÜ��aI\. XJvké��'�ú��è¥, ·�ÏL|¢�UÜ��/�½�èSN� Google, XJk�'�&E, �'���SN�±�^5¯�/IP�UÜ��aI\. ÏLþãü«�ª, ·�IP
�L����UÜ��aI\. {e��UÜ�ÏL�Ö�è�¤
aI\IP.

5.2 �UÜ�aO�¢��½ÏL©Û�UÜ���'A^, ·�ò�UÜ��^å©Ǒ: 7Ka (�x!K℄!Ý℄�)!iZa!ç�a!Ethereum óäa (X Ethereum «¬ó��Àz§S)!&E+na (^r�°+n�)!À1a!�Wa (ÑW!Àª!���)!Ôé�a�Ù�. ��aO�êþXã 5 ¤«. lã 5 ¥·��±wÑ7Ka�A^�õ, Ùg´À1aÚ
Ethereum óäa. ÏdaI\�êþ¿Øþï.�©¤k¢�þd�� Intel Xeon E5 oØ�>M�¤, CPU ÌªǑ 3.7 GHz, S�Ǒ 8.00 GB.§S�^ Java JDK 1.8 ?��¤. �u Ethereum«¬óêâ85�3üÅ�?n���, �©��{�I�^8+Ôö��y, Ïd�±�B/£�

�¢SA^¥.

ã 5 aOÚO
Fig. 5 Category statistics

5.3 �{k�5�{�8I´k�/ò�UÜ���è©a.Ǒ
�y�{�5U, ·�ò�{�Ù�A«~^�©a�{'�:

1) È���d: Ǒ
�i\�.é', ·���^��.ò�è=�¤�þ, ,�ë��UÜ���´&E�ǑÈ���d�Ñ\, È���dO�Ñz��aO�VÇ, ·��VÇ������Ǒ�UÜ��ýÿ.

2) |±�þÅ: |±�þÅ´�«~^��©�©a��{, ·�^|±��5©a�pdØ�|±�þÅ�Ǒ©aì. |±�þÅ�^�AÆ�È���d©aì��. Ǒ
4|±�þÅ|±õa©a, ·�æ^ One VS All �üÑ5?1õa©a. ·�æ^
 Precision!Recall!Accuracy Ú F1
5http://github.com
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score o«µ��.©a�J�~^µ��{. L
1∼ 3 ´n«©aì3 9 «aOþ�5U. Ǒ
µ��´&Eé©a�KǑ, ·�Ó�µ�
k½övk�´&E�¹e�©a(J.XL 1∼ 3 ¤«, ·���.k�5²w�uÈ ���d�.�|±�þÅ�., ±7KaǑ~, 3

F1 score, ·���{k�´&EÚ��´&E��¹e©O��
 94.3 % Ú 86.9 % �©aO(Ç.3k�´&E��¹e, �'uÈ���d�{Ú|±�þÅ©O��
 7 % Ú 6% �J,. 3��L 1  ²�ä©a�J
Table 1 Neural network classification effectk�´&E ��´&EaO

Precision Recall Accuracy F1 score Precision Recall Accuracy F1 score7Ka 0.943 0.945 0.942 0.943 0.872 0.868 0.882 0.869iZa 0.924 0.897 0.924 0.910 0.895 0.874 0.886 0.884ç�a 0.882 0.891 0.906 0.886 0.835 0.852 0.875 0.843

Ethereum óäa 0.914 0.921 0.929 0.917 0.854 0.871 0.882 0.862&E+na 0.862 0.842 0.883 0.852 0.805 0.813 0.829 0.809À1a 0.914 0.882 0.917 0.898 0.821 0.809 0.834 0.814�Wa 0.873 0.889 0.893 0.881 0.783 0.763 0.792 0.773Ôé�a 0.861 0.845 0.882 0.853 0.796 0.771 0.809 0.783Ù� 0.832 0.814 0.845 0.823 0.753 0.757 0.791 0.754L 2 È���d©a�J
Table 2 Naive Bayesian classification effectk�´&E ��´&EaO

Precision Recall Accuracy F1 score Precision Recall Accuracy F1 score7Ka 0.862 0.893 0.861 0.877 0.861 0.815 0.862 0.837iZa 0.866 0.879 0.883 0.872 0.815 0.826 0.837 0.820ç�a 0.821 0.817 0.846 0.819 0.796 0.805 0.822 0.800

Ethereum óäa 0.884 0.854 0.896 0.868 0.825 0.847 0.861 0.835&E+na 0.829 0.859 0.860 0.852 0.757 0.771 0.796 0.764À1a 0.876 0.853 0.896 0.864 0.760 0.765 0.774 0.762�Wa 0.845 0.864 0.872 0.854 0.716 0.725 0.735 0.720Ôé�a 0.826 0.843 0.862 0.834 0.746 0.741 0.759 0.743Ù� 0.784 0.819 0.825 0.801 0.745 0.737 0.763 0.740L 3 |±�þÅ©a�J
Table 3 Support vector machine classification effectk�´&E ��´&EaO

Precision Recall Accuracy F1 score Precision Recall Accuracy F1 score7Ka 0.875 0.897 0.906 0.885 0.815 0.831 0.842 0.822iZa 0.883 0.835 0.876 0.858 0.845 0.821 0.856 0.832ç�a 0.879 0.846 0.887 0.862 0.855 0.793 0.814 0.822

Ethereum óäa 0.861 0.865 0.891 0.862 0.829 0.827 0.836 0.827&E+na 0.804 0.863 0.877 0.832 0.764 0.786 0.789 0.774À1a 0.872 0.862 0.889 0.866 0.787 0.792 0.803 0.789�Wa 0.863 0.859 0.873 0.860 0.708 0.714 0.726 0.710Ôé�a 0.829 0.845 0.867 0.836 0.756 0.758 0.763 0.756Ù� 0.804 0.821 0.856 0.812 0.731 0.727 0.734 0.728
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 3% Ú 4 % �J,. È���d�|±�þÅ|^��.5ïá©�AÆ,��.�±k�/Ó¼5þ�AÆ, �´, ��.�Ñ
�è¥�^SÚ�6'X. ·��XÚ|^i\�.5Ó¼�Â&E. Ó�Ǒ
���Ó¼�è��ÛAÆ, ·�|^��ü��
LSTM 5)¤�è��Û�Â�þ. ·�^S/Ñ\�i\�þ, Ïd LSTM �±��/Ó¼�è¥�^SÚ�6'X. ¿�i\�.ØI�<ó�ÀJAÆ, Ïd�±���/A^3Ù�+�¥.·�5¿�, |±�þÅ�.��JÑ��uÈ���d�{, �Ï3u, È���d�{´�«�5�., ¿ØUé�/^u��5�'X�¥, |±�þÅ|^pdØ¼ê��/)û
ù�¯K.  ²�äÚ|±�þÅÑ�±|±©�5�©a>.,�´õaO�©a¯K¥, |±�þÅI�^ One

Vs All�üÑ5m��òõ�¯K=�¤��¯K. ²�ä�±UaOê8��ÑÑaO�VÇ©Ù.Ïd, ·��XÚ�'u|±�þÅk����)º5.,��¡, 3Ø\\�´&EAÆ�þ��¹e, n«�{�O(ÇÑkwÍ�eü. 3vk�´&E��¹, �.�Ul�è��5�ä�è�aO, �´&E�±l	Üé§�N^¥Jø'u�UÜ��1Ǒ&E. Ïd, ·�äó, ÏL�UÜ�'é��´, �.�±¼�'u�UÜ��õ�&E. ÏL t u�, ·��¢�(JkÚOwÍ5.3 9 «ØÓaOþ, �.37Ka!iZaÚÀ1aþ�©a5U��. 3Ù�aþ�Ly��, �Ï�U´Ù�a�¹�Û¹«a�õ, ���.�{é�/ÆS�©a>.. �ud, ·�ò3�5ó�¥�[âÝ�©ÛaI\&E, 'X^ä½öã5L«aI\�'X.ÏL±þ�¢�, ·��y
�.�k�5. ·���{�±�A^3ýÿ�UÜ��è�aO¥¿��²w`uÙ�é'�{�O(Ç.

5.4 XÚ�A^Ǒ
�yXÚ��15¿���/A^�XÚ,·�|^�©JÑ��{¢y
���UÜ��èAì��UÜ��u¢XÚ.·�Uì¢�¥JÑ� 9 «aO, UaO|��UÜ�, ^r�±UaO�èA�UÜ�, Ó�·�ë��UÜ�����'��è¥. �k#��è3 Ethereum «¬óþ�)¤�, ·�N^ ²�ä�gÄ©a§�aO, ¿\��'��èaO¥�. ^r�±ÏL��UÜ�èAì��/
)�UÜ�8�u��¹�A^�¸.

,��¡, ·�¢y
���UÜ��u¢XÚ. Äk, ·�|^ LSTM �ÑÑ�Ǒz���UÜ���þL«. ^r�±^'��|¢�'��UÜ�. Ñ\�'�ÄkÏL LSTM =�¤���Â�þ. ,�, ·�^ù��Â�þ��è¥¥��þO�{u�q5. ��Uì{u5dp�$üS. ^r�±�B/u¢�gCI���è«~.

6 (å��©± Ethereum ²�þ��UÜ�Ǒ~, ïÄ
Äui\�.��´&E��UÜ��è©aXÚ. ÏL^i\�.é�UÜ��è��Â&Eï�, ¿�^�UÜ���´&E5��\/n)�UÜ��Ü61Ǒ, ��^ ²�ä5|Üü�¡�&EÑÑ�ª�aI\VÇ©Ù. ¢�(Jy¢
XÚ��15Úk�5. èAì��UÜ�u¢XÚ�y
�XÚ2��A^µ. Ǒ
?�ÚU?XÚ�5U, ·�ò3�e5�ïÄ¥�Ä�^�gz�aI\(�, Ó��Ä�E,����aI\&E�?n.
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