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Abstract A method for quantifying the vulnerability of indus-
trial control system based on attack graph is proposed. First,
the two dimensions of vulnerability existing in industrial control
systems are analyzed, which are exploitation difficulty of vulner-
ability and vulnerability hazard. Some quantitative indexes of
vulnerability are proposed by combining these dimensions with
some concrete industrial aspects, such as defense strength, at-
tack strength, physical loss, and information loss. Then, a spe-
cific grade division standard is formulated. By means of attack
graph, the vulnerability of each attack path in industrial con-
trol system can be obtained by calculating each atomic attack
expectation. Finally, a case of boiler control system is analyzed
and simulated to verify the rationality of this method. Experi-
mental results show that this method can analyze the potential
threats in industrial control systems more comprehensively and
evaluate the vulnerability of each attack path more reasonably.
The attack path that has the largest attack expectation can be
obtained through simulation.
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Fig.1 Industrial control system
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